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Prepared by:

The Single Directorate of Information Management (DOIM) Enterprise Action Plan Working
Group was chartered by Mr. Joe Capps, Director, Network Enterprise Technology Command /
9" Army Signal Command (NETCOM/9" ASC) Enterprise Systems Technology Activity
(ESTA), on 21 October 2003. Membership included representatives from each of the four
Continental United States (CONUS) Regional Chief Information Offices (RCIO). The objective
of the Working Group was to draft an Action Plan to bring “shadow” DOIMs into the Army
Enterprise using the Single DOIM concept. The Working Group charter is attached as Appendix
1.

In accordance with a Vice Chief of Staff, Army (VCSA) directive from the February 2005
meeting of the Installation Management Board of Directors (IMBOD), a new Single DOIM
Advisory Group was formed to include the original Working Group membership plus
representatives from selected Army Commands, Functional Chief Information Offices (FCIO),
and other stakeholders. The objective of the Advisory Group was to refine the Action Plan in
preparation for final staffing and implementation. The Advisory Group charter is attached as
Appendix 2.

The Installation Management Agency (IMA) / NETCOM/9™ ASC Liaison and representatives of
the Chief Information Office (CIO) / G-6 served in an advisory role throughout the development
of this Action Plan.
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Executive Summary

The Single Directorate of Information Management (DOIM) Action Plan for Common-User
Services outlines a strategy to consolidate Command, Control, Communications, Computers and
Information Management (C41M) common-user baseline services within a Garrison DOIM or
other information technology (IT) service provider as designated in AR 5-9, Table C2.
Common-user baseline services are those services specifically identified in the C4IM Services
List as “baseline” services. Services identified as “mission” services are outside the scope of this
plan. This plan is also a collaborative effort to achieve server consolidation. It applies
specifically to Army entities within the Continental United States (CONUS); however, the
concepts can and should be used by IT service providers outside of CONUS (OCONUS) as
applicable.

The Chief of Staff, Army (CSA) directed the move to one Army network that permits users to
access authorized network resources regardless of where those resources or the users are located.
This Action Plan is one step toward the single Army network. The Chief Information Officer
(CIO)/G-6 serves as the Executive Agent for implementation of this plan.

This Action Plan is an extension of the Information Management Execution Plan Phase | and the
Army Knowledge Management (AKM) Implementation Plan. It addresses compliance with AR
25-1, paragraph 3-2e, which mandates that each installation have a single DOIM responsible for
delivering common-user baseline services. The installation DOIM will technically validate all
installation tenant organization/activity Information Technology (IT) acquisitions, including IT
contract support. Tenant activities and organizations will coordinate with the installation DOIM
prior to ordering or entering into service contracts.

As the transformation of the network occurs, “shadow” DOIMs and associated network
operations (NetOps) capabilities will merge under technical control (TECHCON) of the Network
Enterprise Technology Command (NETCOM)/9"™ Army Signal Command (ASC). “Shadow”
DOIMs are defined as those entities that are currently delivering C4IM common-user baseline
services outside of the Garrison DOIM organization. The transition to a single DOIM will be
done through a collaborative effort with each of the system/network proponents involved. Some
DOIMs are already progressing with their transformation initiatives and will continue their
efforts in compliance with this Action Plan.

The Assistant Chief of Staff for Installation Management (ACSIM) and CIO/G-6 tasked the
Army Audit Agency (AAA) to conduct a review of several Army garrisons to identify where
multiple DOIMs exist and recommend solutions for the merger of common-user baseline
services into the Garrison DOIM. These AAA audits will serve as a preliminary review and
reference for developing strategies for a smooth transition.



Single DOIM Action Plan for Common-User Services
1.0 BACKGROUND

Army Regulation (AR) 25-1, Army Knowledge Management and Information Technology
Management mandates that each garrison/location have a single DOIM, designated by and
established under the Garrison Commander. The Garrison DOIM is responsible for delivering
C41M common-user baseline services and is the single authority for validating that purchases of
IT resources on the installation comply with Army standards. NETCOM/9™ ASC executes
TECHCON for all DOIMs and provides functional supervision through the Regional Chief
Information Office (RCIO). Command authority is exercised by the owning command. For
example, Installation Management Agency (IMA) DOIMs are on the IMA Table of Distribution
and Allowances (TDA) and IMA exercises command authority through the IMA Regional
offices, with the dual-hatted RCIOs functioning as a G6 type organization.

The DOIM is responsible for executing and implementing C4IM common-user policies,
standards, architectures, programs, plans and budgets for communications and communications
support, visual information, information assurance (IA), and automation support.

Implementation of the Single DOIM concept offers the following benefits:

e Collocation of services allows consolidation of support infrastructure such as manpower,
education, office space, hardware, software licenses and maintenance, and network
equipment.

e Streamlined delivery of C4IM common-user baseline services across the installation
results in minimized cost and improves services without the addition of resources.

e Centralized servers are easier to secure physically and logically than distributed servers,
improving overall network security posture.

e Increased DOIM visibility over network assets improves network security and
Information Assurance Vulnerability Assessment (IAVA) compliance and protects
mission operations information.

e Transition of common-user baseline services to the DOIM increases mission
effectiveness by allowing more resources to be devoted to mission functions rather than
IT functions.

20INTRODUCTION

The Information Management Transition Plan, Phase | identified the requirement to implement
the Single DOIM concept by realigning C4IM common-user baseline service, functions,
manpower assets, and funding streams to the single Garrison DOIM. The AKM Implementation
Plan, dated 1 September 2003, required assets to be identified by the DOIMs and reported
through the NETCOM/9™ ASC RCIOs to the IMA Region Director (RD) by 1 October 2003.
The implementation of this Action Plan will further delineate those C4IM common-user baseline



services that have not yet transitioned to the Single DOIM and address the transition of those
services.

3.0 SCOPE

This Action Plan is applicable to all Army CONUS entities, both on and off Army installations
that deliver or receive C4IM common-user baseline services (exceptions as noted in paragraph
4.0). The purpose of this plan is to consolidate common-user baseline IT services within a
Garrison DOIM or other IT service provider as designated in AR 5-9, Table C2. This plan also
recognizes the Garrison DOIM as the single authority for validating purchases of IT resources on
the installation comply with Army standards. In addition, this plan is a collaborative effort to
achieve server consolidation. The scope of this plan excludes responsibilities of mission
organizations to employ IT applications and tools in their mission-specific processes and to
manage information. Mission organizations will ensure that the C&A for the system is provided
to the local IA office for review when connecting to the common user installation network.
Though specifically addressed to the CONUS environment, the concepts in this document can
and should be used by NETCOM/9™ ASC Service Support Battalions in OCONUS locations.

4.0 EXCEPTIONS

HQDA CIO/GS6, in conjunction with ACSIM, is the only authority for granting an exception
from the Single DOIM implementation; activities granted exceptions to Server Consolidation are
not automatically exempted from the Single DOIM Action Plan. Effective immediately, the only
exemptions from Single DOIM are the approved Army Active Directory Forests. Exceptions as
noted herein will be further documented in the subsequent release of AR 25-1. Any other
requests for exemption to the Single DOIM Action Plan should be prepared and submitted
directly to the Army CIO/G6 for consideration.

5.0 CONCERNS

In order to progress toward one Army Enterprise, DOIMs will have approved target architectures
for the provision of C4IM common-user baseline services as part of the transition to Single
DOIM. The objective is to increase effectiveness, promote efficiencies and increase Army
standardization. CIO/G-6 will manage the C4IM computing infrastructure domains to maximize
Army investments for achieving the target architectures on an Enterprise basis.

To alleviate duplication and redundancies, installation planning efforts will capitalize on other
existing initiatives such as Active Directory / Exchange 2003, Area Processing Centers (APC),
Internet Protocol (IP) Version 6, and Server Consolidation. In many cases the data and
information collected for one effort can be utilized in another.

AR 5-20, Commercial Activities Program, directs installations to re-compete an A-76 study if
the cost of the Most Efficient Organization (MEO) exceeds the 30 percent limit on cost growth.
The addition of “shadow” DOIM resources raises this concern. However, the Army Office of
General Counsel (OGC), Commercial Activities (CA), AAA, ACSIM, and NETCOM/9™ ASC
reviewed applicable provisions of AR 5-20, and determined that the movement of personnel,



equipment, and funding required by the implementation of the Single DOIM concept is a
consolidation, not an expansion. Therefore, new cost comparisons will not be warranted.

6.0 SINGLE DOIM RESOURCING

Under the Single DOIM concept, C4IM common-user baseline services and associated 1T
equipment within Army organizations and installations will be migrated to the DOIM.  The
transfer of services may require the realignment of resources in order to ensure a commensurate
level of service. The realignment of resources will be negotiated based on workload associated
with the baseline services being transferred and the DOIM staffing model as developed by IMA
and CIO/G-6. In each case, the staffing metrics will be plugged into the DOIM staffing model
(once finalized) to determine the incremental cost associated with the workload being
transferred. C4IM common-user baseline services funded by Army Working Capital Fund
(AWCF) will continue to be paid on a reimbursable basis.

The resources, to name a few, include manpower, funds for operations and maintenance,
hardware and software, contract dollars for present and out-year contracts, transition costs for
relocation, and infrastructure costs. A-76 studies have additional resource implications when the
MEOQ drives the operational capability and is structured for a specific C4IM baseline. Shifts to
the baseline require approval processes for government operations and, if contractual support is
affected, necessitate contract modifications as early in the process as the regulations allow.

sustain services beyond the year of execution. It will be necessary for the stakeholders to
continue contributing to sustainment requirements until the funding stream has been realigned to
the consolidated service provider. This includes the programmatic requirements necessary to
synchronize the execution of the flow of resources in the Planning, Programming, Budgeting,
and Execution System (PPBES) process.

A key principle of this Action Plan is to streamline operations, conserve resources, and minimize
expenditures. There must be a commitment among all parties that economies realized through
implementation of the Single DOIM concept will accrue to all stakeholders. Therefore, activities
transferring common-user baseline services to the DOIM organization should expect a return of
some portion of the resources previously dedicated to those services back to their functional
missions, results varying on an installation by installation and customer by customer basis.

7.0 BUY-IN STRATEGY

As an initial step to achieving the Enterprise, the intent and process detailed in this action plan
must be communicated to and understood by all stakeholders. In order to accomplish this:

(1) NETCOM/9™ ASC provided a brief to the CIO Executive Board (CIO EB) in May 2004
that explained the purpose, the critical aspects, and the timeline for the effort. The brief
listed the implementation objectives, estimated the organizational impact, and solicited
command support. Status updates continue to be provided during scheduled CIO EB
meetings.
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(2) At the February 2005 meeting of the Installation Management Board of Directors
(IMBOD), the VCSA directed CIO/G-6, IMA, and NETCOM/9"™ ASC to team with the
Army Commands, FCIOs, and other stakeholders in order to refine the Action Plan for final
staffing and implementation. On 17 December 2005, the VCSA issued ALARACT 255/2005
directing HQDA Proponents and Major Commands to implement the July 2005 Action Plan
immediately. The VCSA further directed that the Army complete this requirement NLT 30
September 2007.

(3) DOIMs will provide regular updates to their tenants and will develop a method to keep
them informed of the progress. A template for this presentation is provided in Appendix 3.
Because this plan requires efforts be invested by all, it is important that all are informed of
their responsibilities and participate in the development of the site implementation plan.

8.0 STRATEGY

Figure 1 outlines the phasing for implementing the Single DOIM concept. Projecting four
phases to the strategy execution, the chart highlights the key players and stakeholders, as well as
some of the actions to be accomplished to generate deliverables for each phase. Additional
details are provided in the Annexes to this Action Plan.

Figurel. Action Plan Strategy



Phase Title Who What Deliverables

| Planning and e All post tenants Establish working group(s) to collect data | ¢  Developed plan with timelines
Data Collection Off-installation service and reflect associated resources. e Completed data sheets
(Review and providers Collect/review/analyze data identifying e Transition Plan Decision Briefing to Senior
Analyze) e Garrison RM all C4IM common-user services currently Mission Commander/GC

Garrison DOIM
IMA RD, RCIO, and
Plans (Advisory)

performed by all installation tenants
Develop Single DOIM transition plan

Status Plan Briefing to IMA RD

Design (Develop
and Prepare)

All post tenants
Off-installation service
providers

Garrison RM

Garrison DOIM

IMA RD, RCIO, and Plans
(Advisory)

Define roles and responsibilities

Define target architecture

Ensure compliance with the Army’s
C4IM Service Management Plan and
SLM CONOPS

Declare baseline services in accordance
with IMA guidance following Service
Analysis Team recommendations and
CLS integration/implementation
Establish required SLAs for above-
baseline services

Identify costs and funding strategies for
transfer of services and resources

All efforts will be in support of the
CIO/G-6 / Army Commands MOAs

Documentation of target architecture
Approved SLAs (copies provided to RD)
Resource transfer strategy and timeline
Decision briefing to GC and Senior
Mission Commander

Status Briefing to IMA RD

I Transition e All post tenants Establish DOIM/service provider e All draft documents required for the
e  Off-installation service operational control over all C4IM transfer of C41M resources and services
providers common-user services, to include e  Decision Briefing to Senior Mission
e Garrison RM redistribution of personnel and resources Commander / Garrison Commander
e Garrison DOIM Prepare all documentation required for e  Status Briefing to IMA RD
e IMARD,RCIO, and transfer of requirements and resources
Plans (Advisory)
v Integration e All post tenants Formalize Phase Il migration efforts by e Submission of all required permanent
e Off-installation services finalizing changes to C4IM common-user change documents

providers

Garrison RM
Garrison DOIM
IMA RD, RCIO, and
Plans (Advisory)

support and resource documents

Notification memo to the Senior Mission
Commander, GC, Army Commands, and
RD confirming completion




9.0 CURRENT RELATIONSHIPS

Operational relationships are illustrated in Figure 2. Ultimately, the IT/CIO support activities
within Army Commands, Functional ClOs, etc. will remain but will provide a technical staff
function rather than replicate a DOIM function.

Army CIO/G6 &
ACOM CIO
Have Normal Staff
Relationships

SA/CSA

FORSCOM

3
OPCON of
CONUS
“Forces
Kor” [ - . -I
______ \ A ;
Lf:)(iz\teesl’ ) (r!l\l—!ENV-\II-gE(Q\b)‘ : Intern:ie(giate E I
! REO — 2 [={cioicela -
________ ol =g . |
v A 4 v v |
MEDCOM[ coe |[ ArNG |[Usar |1\ - .
FCIO || Fcio FCIO || FCIO | - |Joint
Services | poim
Command ! | 7y
"""" Direct/General Support 1 e — A

Requirements/Staff Supervision!

OPCON

ooooooooooooooooooooo

= = — TECHCON

Figure2. Operational Relationships

10.0 OBJECTIVE STATE

At the completion of this plan, the single common-user service provider (DOIM) at any Army
installation will provide for the delivery of all C4IM common-user baseline services and will
have visibility of all above baseline services and associated resources in use at their installation
will serve as the primary interface between the DOIM and the supported organization(s). The
IMO will manage mission unique systems, advocate for the tenant, and coordinate C4IM
requirements with the supporting DOIM. NETCOM/9"™ ASC will provide technical control of
all required network services for all Army installation and off-installation activities. Enterprise
planning will address the integration of FCIOs. Each site shall be connected to an
Army managed network service and no site will rely on an unprotected dial-up connection.
ClO/G-6 and NETCOM/9™ ASC will integrate the Single DOIM into an Enterprise CONOPS as
it evolves. DOIMs will have approved target architectures for the provision of C4IM common-
user baseline servicesthat increase effectiveness, promote efficiencies and increase Army




standardization. CIO/G-6 will manage the C4IM infrastructure portfolio to maximize Army
investments for achieving the target architectures on an Enterprise basis.

11.0 MIGRATION STRATEGY

Annex A addresses the integration of all installation C4IM common-user baseline services
performed by “shadow” DOIMs into the single Army network as an integral part of the Army
Enterprise Infostructure. Tenant activities will continue to manage mission support systems and
advocate for their respective communities of interest. In some instances their missions span
beyond the IMA/NETCOM geographical regions.

Annex A serves as guidance for the transition of IT common-user baseline services, as identified
in Appendix 3. It defines the responsibilities, relationships, organization, processes, equipment
configurations, and additional resource requirements for transitioning to the single installation 1T
common-user baseline service provider, the DOIM.

Annex B provides the data collection forms to assist in implementing the Action Plan.
Annexes C-E provide the references, acronyms, and glossary.

120 LABOR-MANAGEMENT RELATIONS

Prior to implementing any changes to working conditions stemming from the application of this
Action Plan, management must meet its statutory labor relation obligations. Guidance can be
obtained from the servicing CPAC.



Annex A. Shadow DOIM Migration Plan
1.0 OVERVIEW
1.1 Scope

This Annex covers the consolidation of C4IM common-user baseline services and network

Annex does not address mission systems and systems support, nor does it exclude the possibility
of the DOIM providing these services if it is part of a support agreement reached between the
DOIM and tenants. This plan applies to all Army elements unless specifically excluded.

1.2 Purpose

This Annex provides guidance for the transition of *“shadow” C4IM common-user baseline
services to a single C4IM service provider. It defines the responsibilities, relationships,
organization, processes, and functions needed to transition these services and assets to the single
common-user baseline service provider. The DOIM will play an expanded role in the transition
and continued support of C4IM common-user baseline services currently being performed by
“shadow” DOIMs. “Shadow” DOIM personnel, both government and contractor, meet all of the
following criteria:

e Have identical or similar duties, position descriptions, and/or statements of work as
DOIM employees/contractors.

o Perform these tasks routinely as their normal workload, full or part-time.
e Perform common-user baseline IT services outside of the DOIM organization.

AR 25-1, Army Knowledge Management and Information Technology Management, directs that
there will be a single IT service provider (DOIM) on an installation that has the responsibility of
providing communications and communications support, visual information, information
assurance, and automation support to the installation community. (See Appendix 4 for the C4IM
Services List.)

The AKM Implementation Plan also directs consolidation of common-user baseline IT resources,
both personnel and equipment, on an installation. Consistent with Human Resource guidance,
directives such as Human Resource annexes, letters of instruction, and timelines must be
developed, staffed, and approved prior to implementation.

1.3 Objectives

o Integrate Army networks into the Army Enterprise Infostructure. This Annex addresses
those networks and C4IM common-user services being provided by “shadow” DOIMs.

e Transition from the current environment in which multiple IT systems are managed
independent of the Enterprise to a single IT service provider, the DOIM.

A-1
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e Protect the Army network. The DOIM must have visibility of all IT systems that operate
on or access the installation network.

e Transition “shadow” DOIMs from their current role of managing and implementing IT
infostructure to an advisory/customer role focused on mission requirements and
providing subject matter expertise for mission systems.

1.4 Metrics and M easur es

IMA will develop customer satisfaction surveys for common user baseline services.
Performance measures for common user baselines services have been developed under the US
Army IT Metrics program. These tools will provide both qualitative and quantitative
measurements of customer service before and after the transition to Single DOIM.

2.0 STRATEGY

2.1 Transition Overview

Develop an accurate view of the C4IM common-user baseline services that “shadow” DOIMs
currently provide to their customers, and their network infrastructure requirements. (See
Appendix 3 for the C4IM Services List).

Identify tenant communications and network infrastructure requirements:
o Connections to other networks .
o0 Bandwidth requirements and utilization .
o Network circuit diagrams.

o ldentify C4IM common-user baseline services being provided by the “shadow” DOIM
personnel:

0 Baseline/above baseline services and resource requirements.
0 Reimbursable and non-reimbursable services.

o Level of service currently provided to the end user, using both qualitative and
quantitative performance measurements.

e Based on the Memorandums of Agreement (MOA) between the Army Commands,
ACSIM, and CIO/G-6, determine who will provide each service, and the required
interfaces between each tenant and the DOIM.

e Develop SLAs for above-baseline services.

e Complete processes to transfer IT resources (funding amounts/sources and personnel
requirements/authorizations) where appropriate as determined by the Single DOIM

A-2



Concept Working Group and the Single DOIM Concept Management Steering Group.
Membership of both groups is identified in paragraph 2.3.1.3.

2.2 Special |ssues

Worldwide/CONUS-wide mission. Many tenant activities operate application systems
and have missions that span beyond installation boundaries. These tenants have IT
personnel, government and contractor, that manage these applications and maintain their
operational status 24x7. A successful transition will require a plan that provides
comparable levels of service to accommodate tenant activity requirements.

Funding. Some tenant activities have invested mission funds to provide IT support for
their C4IM common-user baseline services based on their specialized missions. Some
tenants are also funded by special funds designated to support their unique missions.
Example of this is the Army Working Capital funds for some Army Materiel Command
(AMC) activities. Successful transition will require that the funding stream continue in
order to support the delivery of C4IM common-user baseline services — even when the
service provider changes. Successful implementation of the Single DOIM concept
requires that the Garrison DOIM have sufficient resources to deliver the required
services. Therefore, identification of existing DOIM shortfalls is essential. Furthermore,
a realignment of resources may be required to address additional workload being
transitioned. This realignment will be negotiated for each location based on workload
and staffing metrics, as defined by IMA and CIO/G-6.

Garrison DOIM expertise. Army Commands/tenant activities may be concerned that
Garrison DOIMs lack the number of personnel with the proper skill sets to satisfy their
total baseline requirements, causing the future services to be reduced from current levels.
Realignment of these common-user baseline related resources will alleviate this concern.

Contracts. Many tenant activities have existing contracts for “shadow” DOIM support
personnel that provide baseline and above baseline C41IM common-user baseline services.
The installation transition plan (discussed below in paragraph 2.3) must include
provisions for the transfer/termination of these contracts.

Security of the Network. Documentation of services will include assignment of
responsibility for maintaining security of networks and network connected devices to
include who is responsible for application of security patches. The SLAs will determine
services above the baseline.

2.3 Transition Plan

2.3.1 Phase| —Planning (Review and Analyze)

During Phase | of the transition, extensive data collection should take place to document the
current state of IT for the installation. Annex B provides a guideline for data collection. Four
deliverables should be developed: a listing of the C4IM common-user services required and
performed by tenant “shadow” DOIMs, a prioritized listing by garrison/tenant activity of

A-3



positions targeted for transfer to the Garrison DOIM in the Integration Phase, a listing of service
contracts targeted for transfer, and an initial Single DOIM Enterprise Transition Plan for
approval by the Single DOIM Concept Management Steering Group.

2.3.1.1 Installation C4IM Common-User Services. As the initial step in Phase I, DOIMs will
document the installation’s existing IT baseline by completing the data collection tables in
Annex B.

2.3.1.2 Identification of “Shadow” DOIM Personnel Assets. Upon approval of the Phase |
transition plan, “shadow” activities will be restricted from converting the identified C4IM
support position classifications without Senior Mission Commander approval. The Senior
Mission Commander will also be the final decision authority for movement of dollars and/or
personnel resources as it relates to this Action Plan.

2.3.1.3 Initial Review and Analysis. The Garrison Commander should meet with stakeholders
from DOIM, Civilian Personnel Advisory Center (CPAC), Directorate of Resource Management
(DRM), Contracting, Local Union, Staff Judge Advocate (SJA) and each of the potentially
affected tenant activities. Overall mission of this meeting should be to lay the groundwork for
the tasking to identify and transition “shadow” DOIM resources. During this meeting, each
tenant activity represented should be provided a copy of the C4IM Services List, as well as a
copy of applicable spreadsheets with data, as recommended above, for completion, review and
validation. Because this is a collective effort that will require the cooperation and support from
several entities on the installation at various stages in the process, it is recommended that two
distinct working groups evolve from this meeting, 1) the Single DOIM Concept Working Group
and 2) the Single DOIM Concept Management Steering Group.

e Single DOIM Concept Working Group. Headed by the Deputy Garrison Commander,
members of this workgroup should consist of action officers from the garrison, DOIM,
CPAC, DRM, Contracting, Post Judge Advocate, and each of the affected “shadow”
activities. The purpose of this group is to gather and analyze all data collected, determine
the required tasks to transfer C4IM personnel, services, equipment, and network
infrastructure responsibilities to the DOIM, establish transition timelines and milestones,
and provide execution recommendations to the Single DOIM Concept Management
Steering Group.

e Single DOIM Concept Management Steering Group. Co-chaired by the Garrison
Commander and the Senior Mission Commander or their respective designees, members
of this group should consist of decision makers within the CPAC, DRM, Contracting,
Post Judge Advocate, and senior leaders from the affected tenant activities. The overall
mission of this group is to review and direct execution of recommendations presented by
the Single DOIM Concept Working Group.

2.3.1.4 Data Review. Using data collected from the tables in Annex B, garrison stakeholders
(DOIM, CPAC, and DRM) should conduct separate meetings with stakeholders of each of the
affected tenant activities to develop the initial transition plan for the Single Enterprise Concept
Management Steering Group’s approval. The initial transition plan should include: (1) validated
identity of potential “shadow” DOIM positions; (2) position transition lists, prioritized by each

A-4



tenant activity; (3) strategies for transferring C4IM common-user baseline services, network
infrastructure responsibilities, and existing contracts; and (4) C4IM common-user baseline
service, network infrastructure, and contract transition lists, prioritized by each tenant activity.

Resources. Using the tables in Annex B, a complete review of C4IM common-user
services should be conducted in order to identify those services currently being
performed by “shadow” DOIM personnel. The review should include an analysis of the
workload associated with those services and the number of work-years currently devoted
to performing those services within the “shadow” DOIM activity. This analysis will be
used to negotiate the number of personnel that will transfer to the Garrison DOIM along
with the workload. At this point, a prioritized list of civilian and military personnel to
transfer should also be developed for each Garrison and tenant activity. Where needed,
the DOIMs should meet with applicable Garrison staff elements (i.e. DRM, Contracting,
and SJA) to discuss required actions to affect the transfer of C4IM common-user service
contracts.

Concept of Operations. Using the analyzed data, each DOIM must develop a detailed
Single DOIM Enterprise Transition Plan for transferring “shadow” resources to support
and sustain operations. The proposed plan should list actions to complete each transition
phase as well as implementation milestones and timelines. A sample implementation
timeline is shown below. It should be noted that the spreadsheet below is only an
example; actions may be added and/or deleted as appropriate.

Figure A-1. Planned Implementation Activities

Action MM/YY MM/YY Responsible
Organization

Establish Single DOIM Concept Working
Group

Establish Single DOIM Concept
Management Steering Group

Data Collection

Infrastructure & equipment transfers

Personnel identification for transfer

C4IM common-user baseline service to
transition to DOIM

Acquisition strategy meetings

Preparation of Schedule 8’s

Establish SLAs & performance
measurements

Develop MOAs/MOUSs for migration

Labor / management meetings

Validation of data / listings

Personnel OPCON
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IT contracts OPCON

Performance reviews

Special training needs

2.3.1.5 Phase Completion. Upon completion, the plan should be staffed through each member
of the Single DOIM Concept Working Group and submitted to the Single DOIM Concept
Management Steering Group for approval. Before proceeding to Phase Il, the plan must be
briefed to the Senior Mission Commander and Garrison Commander for approval, with status
briefings provided to the IMA Region Director.

2.3.2 Phase || —Design (Develop and Prepare)

Upon Single DOIM Concept Management Steering Group approval, the DOIM should begin
coordination and planning with the garrison and tenant activities. Garrison stakeholders (DOIM,
CPAC, and DRM) should conduct separate meetings to negotiate with stakeholders of each of
the affected Army Commands/tenant activities. The overall purpose of this effort should be to
define roles and responsibilities clearly, refine the list of resources to be transferred by garrison
and tenant activity, develop the resource transition strategy to include timelines for transition,
develop applicable SLAs, as well as identify IT functions transferred to the DOIM and no longer
required for the mission organizations to perform.

2.3.2.1 Service Level Agreements (SLAS). SLAs will be used to identify C4IM services above
the baseline identified as mission requirements.

2.3.2.2 Personnel Consolidation Strategy. Single DOIM Concept, Server Consolidation, and
other AKM Goal 3 initiatives require the reallocation of assets to support the increased
workload, which will be migrated to DOIM facilities. Target staffing profiles should be based
on proposed target architectures. This profile will result in final resource reallocation from
supported tenant organizations with “shadow” activities to the DOIM to account for a
realignment of assets and responsibilities.

2.3.2.3 Implementation Schedule. An implementation schedule in parallel with Exchange 2003
implementation should be developed and prioritized by tenant activity. Collectively, members of
the Single DOIM Concept Working Group should determine tenant “shadow” personnel
transition order and priority. This implementation schedule should be included within the final
Single DOIM Transition Plan. The final Single DOIM Transition Plan should be staffed through
the Single DOIM Concept Working Group and submitted to the Single DOIM Concept
Management Steering Group for final approval. Once approved the implementation of this plan
must be shared with respective Army Commands and RCIOs. The implementation schedule
should include publication of the following, by garrison and tenants:

e A consolidated listing of all resources to be realigned that are providing systems
administration, help desk, Exchange, application and file servers, domain controllers,
user and workstation support, etc. Duty locations as well as position’s rating chain will
change to the DOIM.
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e Funding transfers to support new DOIM organizations.

2.3.2.4 Performance M easurements. In order to measure performance and minimize execution
risks during Phases Il and 1V below, the DOIM, in coordination with other members of the
Single DOIM Concept Working Group, should develop performance measurements relating to
execution of each task or activity within the transition plan to include:

e Schedule of responsibilities and C41IM common-user services to transfer.
e Schedule of personnel transition (i.e., actual versus planned scheduled completion).

e Qualitative and quantitative performance measurements, to include customer satisfaction
surveys and performance metrics.

¢ Mission requirements (i.e., system availability).
e Resourcing (i.e., percent personnel migrated to the DOIM).

The IT Metric Program will also provide performance standards (i.e., mean to restore,
troubleshoot problems, etc.).

Phase Il is completed with a decision briefing to the Senior Mission Commander and Garrison
Commander, with status briefings provided to the IMA Region Director and Army Commands.

2.3.3Phaselll — Transition

This phase begins the actual execution of the Single DOIM Transition Plan developed in Phases
I and Il above. The implementation schedule will be key to the success of this phase. The
positions that have been identified for transfer initially should be moved under the operational
control (OPCON) of the DOIM until the appropriate transfer documents are completed. These
positions may remain on the manning documents of the losing garrison or tenant activity until
Schedule 8s for individual position transfer are completed.

e Using the implementation schedule and transition lists created in the previous phases,
memorandums for changes in employee working conditions should be developed by the
garrison and coordinated through the Single DOIM Concept Working Group and
submitted to the Single DOIM Concept Management Steering Committee. Included as
enclosures to the memos are:

0 Memorandum For Record (MFR) with the consolidated listing of all
directorate/unit positions to be transferred.

o0 Documented negotiations with local SJA, CPAC, union and garrison, Army
Commands, and tenant stakeholders.

0 Requests for the losing garrison, Army Commands or tenant activity to develop
Notification of Official Personnel Action to move positions to the DOIM.
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o Funding transfer documentation for positions transferred (both government and
contractor).

Any reimbursable funding requirements for above baseline services should be
documented in the SLAs and funding streams established or changed from the losing
activity to the DOIM resource management office. Note that this action will take place
once above baseline service delivery has been approved by the EXCOM / IMBOD / EOH
process.

Documents to Military Interdepartmental Purchase Request (MIPR) Army
Commands/tenant C4IM contract dollars directly to the garrison resource management
office should be prepared and forwarded.

Phase 11l is completed with a decision briefing to the Senior Mission Commander and
Garrison Commander, with status briefings provided to the IMA Region Director and
Army Commands.

2.3.4 Phase |V —Integration

Implementation of this phase relies heavily on the completion of the tasks as identified in Phase
111, Transition. Integration will be accomplished with resources being transferred to the DOIM.
As transfers are taking place it is recommended that:

Lessons learned be documented completely and staffed through the Single DOIM
Concept Working Group.

The DOIM establish a 90 day assessment period, during which a qualified point of
contact for each of garrison or tenant activity is appointed to:

0 Coordinate all services between DOIM and garrison, Army Commands and tenant
stakeholders.

o Discuss performance (i.e., financial and operational) and identify any associated
issues.

o ldentify remedies for performance failures.

Members of the Single DOIM Concept Working Group will conduct migration status
reviews to ensure equipment, service and resource transfers are proceeding as scheduled.

Phase IV is completed with a notification memorandum to the Senior Mission

Commander, Garrison Commander, Army Commands, and IMA Region Director
confirming completion.
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Annex B. Data Collection Forms

1.0 PURPOSE

This annex provides data collection forms to document the current state of C4IM services on the
installation. The following forms should be completed in Phase I: (1) a listing of the C4IM
common-user baseline and above-baseline services required and the current service provider (by
organization) for each service; (2) an accounting of the civilian and military personnel workload
currently dedicated to performing common-user services; and (3) a listing of C4IM service
contracts providing common-user services.

20INSTALLATION C4IM COMMON-USER BASELINE SERVICES

Using the C4IM Services List (see Appendix 4) as a guide, record known data such as: Army
organization, C4IM common-user baseline services being provided by “shadow” DOIM
personnel, bandwidth requirements, names and number of licenses of any Enterprise
Management Systems (EMS) tools in use, as well as number of users, servers, desktops, and
other devices (i.e. visual information equipment) supported within each “shadow” DOIM.

TableB-1. Listing of C4lM Common-User BaselineServices

Organization C4lM Bandwidth EMSTools Server Device User
ServicesList Utilization Population Population Population
Task
Performed

TableB-2. Listing of C4IM Common-User Above-Baseline Services

Organization C4lM Bandwidth EMSTools Server Device User
ServicesList Utilization Population Population Population
Task
Performed
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3.0WORKLOAD
3.1 Civilian and Military I T Personnel

Use the spreadsheet below to document the number of work-years within the “shadow” activity
being used to deliver common-user services identified in Tables B-1 and B-2. Because affected
“shadow” DOIM stakeholders may have to verify this data at a later date, it is recommended that
separate sheets be developed for each garrison and tenant activity.

TableB-3. Civilian/Military Personnel

Organization Position Position Position C4lM Percentage of | TDA/TOE
Description Seriesor Title ServicesList | timedevoted | Paraand
MOS Task to baseline Line
Performed Services task

3.2 Contractor Personnel

Use the spreadsheet below to document the number of contract work-years within the “shadow
activity being used to deliver common-user services identified in Tables B-1 and B-2. Record all
known data as specified below. Because affected “shadow” DOIM stakeholders may have to
verify this data at a later date, it is recommended that separate sheets be developed for each
garrison and tenant activity.

TableB-4. Common-User C4lM Contracts/Contractor Personnel

Organization | Contract Full-Time | Dallar C4lM Percentageof | Termination COR
Number | Equivalents | Value | Services | timedevoted Date
List Task to baseline
Performed | servicestask
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AAA
ACA
ACSIM
AD
AEI-T
AKM
ARL
AMC
APC
AR
ARNG
ASALT
ASC
ATEC

BASOPS
BRAC

CalM
CA
CFSC
CIDC
CIo
CIOEB
ClO/G-6
COE
COIN
CONOPS
CONUS
CPAC
CSA

DA
DHP
DISN
DOIM
DRM

EMS
ESTA

FCIO
FORSCOM
FPC

Annex D. Acronyms

Army Audit Agency

Army Contracting Agency

Assistant Chief of Staff for Installation Management
Active Directory

Army Enterprise Infostructure-Transport (LandWarNet)
Army Knowledge Management

Army Research Laboratory

Army Materiel Command

Army Processing Center

Army Regulation

Army National Guard

Assistant Secretary for Acquisition, Logistics, and Technology
Army Signal Command

Army Test and Evaluation Command

Base Operations
Base Realignment and Closure Commission

Command, Control, Communications, Computers and Information Management
Commercial Activities

Community and Family Support Center
Criminal Investigation Command

Chief Information Officer

Chief Information Officer Executive Board
Army Chief Information Officer

Corps of Engineers

Communities of Interest Network

Concept of Operations

Continental United States

Civilian Personnel Advisory Center

Chief of Staff, Army

Department of the Army

Defense Health Program

Defense Information Systems Network
Director of Information Management
Directorate of Resource Management

Enterprise Management System
Enterprise Systems Technology Activity

Functional Chief Information Officer

Forces Command
Functional Processing Center
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FTE
FY

HQ
HQDA
HR
HRC

1A
IAVA
IG

M
IMA
IMBOD
IMCEN
IMO
INSCOM
IP

ISO
ISSA

IT

JAG

LAN
LNO

MDA
MEDCOM
MEO
MFR
MIPR
MOA
MOS
MOU

NAF

NCR

NE

NETCOM/
9" ASC

NetOps

NGB

NOSC

NSC

NW

Full-Time Equivalent
Fiscal Year

Headquarters

Headquarters, Department of the Army
Human Resources

Human Resources Command

Information Assurance

Information Assurance Vulnerability Assessment
Inspector General

Information Management

Installation Management Agency
Installation Management Board of Directors
Information Management Support Center
Information Management Officer/Office
Intelligence and Security Command
Internet Protocol

Information Security Officer

Interservice Support Agreement
Information Technology

Judge Advocate General

Local Area Network
Liaison Officer

Milestone Decision Authority

Medical Command

Most Efficient Organization

Memorandum for Record

Military Interdepartmental Purchase Request
Memorandum of Agreement

Military Occupational Specialty
Memorandum of Understanding

Non Appropriated Funds

National Capital Region

Northeast

Network Enterprise Technology Command / 9" Army Signal Command

Network Operations

National Guard Bureau

Network Operations Support Center
National Simulation Center
Northwest
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OCONUS
OGC
OPCON

PD
POM
PPBES

RCIO
RD
RM

SDDC
SE
SJIA
SLA
SLI
SLM
SMDC
SW

TBD

TCO

TDA
TECHCON
TNOSC
TOE
TRADOC

UFR
USAAC
USACFSC
USAR
USASOC

VCSA
VTC

WCF

Outside Continental United States
Office of General Counsel
Operational Control

Position Description
Program Objective Memorandum
Planning, Programming, Budget and Execution System

Regional Chief Information Office
Region Director
Resource Management

Surface Deployment and Distribution Command
Southeast

Staff Judge Advocate

Service Level Agreement

Service Level Indicator

Service Level Management

Space & Missile Defense Command

Southwest

To Be Determined

Total Cost of Ownership

Table of Distribution and Allowances
Technical Control

Theater Network Operations Support Center
Table of Organization and Equipment
Training and Doctrine Command

Unfunded Requirement
United States Army Accessions Command

United States Army Community and Family Support Center

United States Army Reserves
United States Army Special Operations Command

Vice Chief of Staff, Army
Video Teleconferencing

Working Capital Funds
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Annex E. Glossary

Above Baseline Service. (See also “Baseline Service” and “Mission Service”) A service
required by a mission element that either exceeds the performance standard or the amount of
service provided. For example, if the standard response time to repair or restore a service is 5
working days and the customer requires a response within 2 days, that is an above baseline
service (increase in performance standard). If the standard duty day for consultative services is
10 hours a day, 5 days a week and the customer requires those services 15 hours a day, six days a
week, that is an above baseline service (increase in amount of service provided). The term
“above baseline” only applies to baseline services; it does not apply to mission services.

Army Enterprise I nfostructure Transformation (AEI-T). The Army Knowledge
Management Goal 3 action to consolidate the disparate Tactical, Strategic and Sustaining Base
networks and systems that currently exist throughout the Army into a single Army Enterprise.

Baseline Services. Widely required services for which IMA recognizes ownership and has
responsibility to provide to the installation community. IMA is responsible to obtain funds for
baseline services and to provide them at the Army standard. Baseline services are those services
specifically identified in the C4IM Services List as “baseline.”

*Command and Control. The exercise of authority and direction by a properly designated
commander over assigned and attached forces in the accomplishments of the mission. Command
and control functions are performed through an arrangement of personnel, equipment,
communications, facilities, and procedures employed by a commander in planning, directing,
coordinating, and controlling forces and operations in the accomplishment of the mission. Also
called C2.

Command, Control, Communications, Computers and | nformation M anagement (C41M).
Integrated systems of doctrine, procedures, organizational structures, personnel, equipment,
facilities, communications, and information management systems designed to support a
commander's exercise of command and control across the range of military operations.

Core Competencies. Observable behaviors that underlie and define an organization's mission
and functions.

C4lM Operations. The day-to-day operations of the DOIMs on installations, the Enterprise
operations at NETCOM/9™ ASC Regional Units, and NETCOM/9" ASC Network Operations
and Security Centers (NOSC) that include (but are not limited to) network operations, desktop
services, mail, telephones, visual information services, and connectivity to long-haul
communications providers.

*Data Administrator. Individual responsible for the administration of mission application and
the data stored. Working as the Army Commands IMO, they are responsible for access control,
content management, and purpose of mission applications.
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Director of Information Management (DOIM). An installation/garrison directorate that
provides CIO/G-6 (AR 25-1) type services for the garrison and the tenants IAW the ASCIM
established baseline services and Service Level Agreements. Additionally, DOIMs are
responsible for providing services to customers located within their defined geographic area (AR
5-9), like ROTC.

Enhanced Service. (See “above baseline service.”)

Enterprise. The full scope, extent, and relevance of an organization's business processes, and
the information and information systems and technologies that may support them. In this
context, "Enterprise™ includes all of the following:

« All units of the organization, and all subordinate organizations
« Peer organizations within the larger organization.

« Business partners and other non-profit organizations through which their services may be
delivered, and suppliers of goods and services.

« Customers, tenants and other stakeholders who purchase, consume, benefit from, or use
services produced by the organization, and others interested in their behalf

e Asarelated term, "Knowledge Management Enterprise” represents the fully integrated
knowledge Enterprise where business and technology processes, information and
knowledge are shared and built upon corporately.

Fixed Base. Assets in the infostructure that stay fixed in place. Examples of these can include
institutional assets (e.g. NIPRNET, Red Switch sites, etc.) and tactical assets (e.g. STEP sites,
strategic backbone sites, etc.)

Information M anagement Officer/Office (IMO). The designation given to a person or an
organization within a functional area or tenant organization, coordinating C41M requirements
with the supporting DOIM. The IMO is the primary interface between the DOIM and the
supported organization(s).

Infostructure. C4IM and its supporting infrastructure.

Installation. refers to the specific garrison/post or assigned geographic region (virtual
installation) for which a DOIM has been assigned responsibility.

Installation M anagement Agency. The U.S. Army Installation Management Agency (IMA)
provides equitable, effective and efficient management of Army installations worldwide to:
support mission readiness and execution; enable the well being of soldiers, civilians and family
members; improve infrastructure; and preserve the environment.

Installation Plus DOIMs. The DOIM on an installation will provide C10/G-6 (AR 25-1) type
services for the garrison and the tenants IAW the ASCIM established baseline services and
Service Level Agreements. In addition the DOIM will be responsible for service for a defined
geographic area (AR 5-9) for identified types of customers like ROTC. In the past, not all
Garrison DOIMs were assigned area responsibilities. In the future all installations, under the
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NETCOM/9™ ASC construct, will be assigned off the installation missions. This will be
coordinated with the ACSIM for the rewrite of AR 5-9. We will call these Installation Plus
DOIM’s.

Mission Services. Those services that are required by the organization to accomplish its mission
that are not common to most organizations on the installation. Installation tenant or garrison
organizations are responsible to obtain funding for mission services. In the case of C4IM
services, many organizations have IT service providers internal to their organizations that
provide the services. The mission side can also obtain those services from the DOIM with
reimbursement. Mission services are those services specifically identified in the C4IM Services
List as “mission.”

Networ k Enter prise Technology Command / 9" Army Signal Command (NETCOM /9"
ASC). A HQDA Direct Reporting Unit under the Army Chief Information Office / G-6 (CIO/G-
6).

* Operational control (OPCON). Command authority that may be exercised by commanders
at any echelon at or below the level of combatant command. Operational control is inherent in
combatant command (command authority) and may be delegated within the command. When
forces are transferred between combatant commands, the command relationship the gaining
commander will exercise (and the losing commander will relinquish) over these forces must be
specified by the Secretary of Defense. Operational control is the authority to perform those
functions of command over subordinate forces involving organizing and employing commands
and forces, assigning tasks, designating objectives, and giving authoritative direction necessary
to accomplish the mission. Operational control includes authoritative direction over all aspects of
military operations and joint training necessary to accomplish missions assigned to the
command. Operational control should be exercised through the commanders of subordinate
organizations. Normally this authority is exercised through subordinate joint force commanders
and Service and/or functional component commanders. Operational control normally provides
full authority to organize commands and forces and to employ those forces as the commander in
operational control considers necessary to accomplish assigned missions; it does not, in and of
itself, include authoritative direction for logistics or matters of administration, discipline, internal
organization, or unit training. Also called OPCON. See also combatant command; combatant
command (command authority); tactical control.

Region Chief Information Officer (RCIO) In support of the Region Director (RD) for IMA,
the RCIO leads the NETCOM/9™ ASC Regional Unit and executes and enforces any Command,
Control, Communications, Computers and Information Management (C4IM) policies, standards,
architectures, programs, plans, and budget for all Information Technology (IT) issues within the
assigned region. The RCIO translates strategic plans and technical guidance provided by
NETCOM/9"™ ASC into objectives, strategies and architectural guidance. The RCIO exercises
staff supervision and TECHCON for all IT organizations within their region and is responsible
for Baseline Services (Communication and System Support, Visual Information, Documents
Management, Information Assurance, Automation) as well as regional oversight of Network
Operations (including, but not limited to Network and Information Dissemination Management).
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Region Director (RD). The regional directorate for installation management under the Assistant
Chief of Staff for Installation Management (ACSIM).

* Regional Support Command (RSC) IMOs The USAR RSC DCSIM will perform the same
functions as an Installation Plus DOIM for their assigned geographic region. The RCIO may
assign greater area responsibilities to these RSC DCSIM’s if the business case warrants such
assignment and the current force structure can accommodate the increased mission. We will
identify these IMOs as RSC IMOs.

Shadow DOIM s Government or contracted IT personnel, external to the Garrison DOIM, who
provide any of the services as identified in Army’s Command, Control, Communications,
Computers and Information Management (C4IM) Services List.

*Systems Administrator Responsible for the day-to-day operations and maintenance of the
servers, operating systems, and supporting infrastructure of garrison and mission applications.

Technical Control (TECHCON) is the authority for one organization or command to issue and
enforce policy and authoritative direction concerning the use of techniques, procedures,
standards, configurations, designs, devices, and systems to another specified organization to
accomplish a specific mission(s). TECHCON does not include command authority or
administrative control for logistics or matters of administration, discipline, internal organization,
or unit training.

Tenant unit, agency, or activity A unit, agency, or activity of one command that occupies
facilities on an installation of another command and receives support services from that
installation.

Working Capital Fund DOIM_A DOIM on an installation that is funded by the working
capital fund.

*From the DoD Dictionary of Military and Associated Terms
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Appendix 1 —Working Group Charter for the Single DOIM Action Plan

DEPARTMENT OF THE ARMY
UNITED STATES ARMY ENTERPRISE SYSTEMS TECHNOLOGY ACTIVITY
2133 CUSHING STREET
FORT HUACHUCA, ARIZONA 85613-7070

NETC-EST-D 21 00T 2003

MEMORANDUM FOR

NORTHEAST REGIONAL CHIEF INFORMATION OFFICER, 11 BERNARD RD,
BLDG 10, 3™ FLOOR, FT MONROE, VA 23651-1065

SOUTHEAST REGIONAL CHIEF INFORMATION OFFICER, 1777 HARDEE
AVENUE SW, FT MCPHERSON, GA 30330-1062

NORTHWEST REGIONAL CHIEF INFORMATION OFFICER, 1 ROCK ISLAND
ARSENAL, ROCK ISLAND, IL 61299-6800

SOUTHWEST REGIONAL CHIEF INFORMATION OFFICER, 1750 GREELEY RD,
STE 90, FT SAM HOUSTON, TX 78234-5090

SUBIECT: Working Group Charter for the “Single DOIM™ Action Plan

1. The 9-10 September 2003 ESTA/RCIO Summit in San Antonio, TX, was an excellent
start to making the “Single DOIM” concept a reality. The RCIOs play the key role to
ensure that the coordination and integration of Command, Control, Communications, and
Computers Information Management (C4IM) processes at the installation are effectively
transformed and consolidated at the enterprise level. As an outgrowth of the productive
sessions, the enclosed charter will be the guideline for developing an Action Plan to
achieve the AKM Goal 3.

2. The Working Group for the “Single DOIM™ Action Plan will keep the RCIOs, ESTA
Deputy, and myself fully apprised of any pertinent issues requiring further guidance, The
accelerated schedule is imperative in order to meet timelines coinciding with infostructure
enhancements and integrated projects.

/]M,‘\ (g™, COL
Encl JOEC.C
Director, Enterprise Systems Technology
Activity
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Appendix 1 —Working Group Charter for the Single DOIM Action Plan

Working Group Charter
“Single DOIM” Action Plan

Table of Contenis

Objective

Working Group Chair, Co-Chair and Membership
Team Size and Responsibilities

Scope of Effort

Advisory and Approval

Duration of Working Group

Required Deliverables

Rl e

1. Objective

The objective of the Working Group is to formulate an Action Plan to bring Shadow
DOIMs, Functional RCIOs, MACOMS, and non-dirt DOIMs into the Army Enterprise
using the “Single DOIM” concept. The “Single DOIM™ concept supports the AKM Goal
3 strategy: — Manage the Infostructure as an enterprise to enhance capabilities and
achieve efficiencies, consistent with the Transformation of the US Army.

2. Working Group Chair, Co-Chair and Membership

Membership of the Working Group is comprised of the Chiefs of the Network
Service Centers and the Customer Service Centers within the CONUS RCIOs.

Chair: Jeanne Wasko, Chief, Southwest Network Service Center

Co-Chair: Gary Gillette, Chief, Northeast Network Service Center

Membership: Pam Hicks, Jose Herrero, David Mayes, Kathy Linderman, Terry

Brown, and Maureen Pearson
3. Team Size and Responsibilities

The membership will use RCIO staff expertise to contribute to development of the
Action Plan, Members and staff experts will participate, when necessary, in scheduled
meetings (VTC, telephonically, or in person). DOIM subject matter experts (SMEs) will
be another source to assure proper identification of requirements for IT infostructure and
services,

4. Scope of Effort
The Working Group will focus initially on the development of an cutline for the

F el
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“Single DOIM” Action Plan and then proceed with detailed planning consistent with the
following milestones:

Briefing of Draft Outline to ESTA Director-- 2 October 2003
ESTA Director provides guidance and Direction-- 2 October 2003
Draft Action Plan-- 14 November 2003
IPR. {VTC) with ESTA Director-- 3 December 2003
Stakeholder Review Complete-- 16 February 2004
Briefing of Final Action Plan (700-Day Plan)-- 1 March 2004

The Working Group will fine-tune the schedule as necessary to assure all relevant
information is incorporated at each critical juncture.

5. Advisory and Approval

The Working Group will comply with the published AKM Implementation Plan and
other related documentation that supports a Single DOIM concept. This Action Plan will
not enter a formal coordination or review process until the RCIOs, Deputy ESTA, and the
Director, ESTA have approved the final plan internally.

The staffing and approval process will be ESTA to NETCOM /IMA-RDs and F-
CIOs/MACOMs. A parallel staffing and approval will be IMAJACSIM/CIO-GE. After
this process is complete, the Action Plan will go to the VCSA/CSA for implementation
direction.

6. Duration of Working Group

The Working Group has a term of 170 calendar days to produce and forward the final
Action Plan to the Director, ESTA. The Working Group will then remain active through
the implementation process to provide guidance and direction to Installation DOTMs.
7. Required Deliverables

The first deliverable is the Draft Outline with strategies for data collection and
structure on 2 October 2003, The second deliverable is the briefing to the Director,

ESTA on 3 December 2003, The third and final will be the 700-Day Action Plan and
briefing to the Director, ESTA on 1 March 2004,
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Appendix 2 — Advisory Group Charter for the Single DOIM Action Plan

Advisory Group Charter
Single DOIM Action Plan

Table of Contents

Background

Objective

Advisory Group Member ship

Scope and Project Milestones/Deliver ables

pODNPE

1. Background

On 21 October 2003, Network Enterprise Technology Command (NETCOM/9™ ASC) Enterprise
Services Technology Activity (ESTA) Director Mr. Joe Capps chartered a workgroup to develop the
Single Directorate of Information Management (DOIM) Action Plan as a roadmap for moving common
user services into the Army Enterprise in support of Army Knowledge Management (AKM) Goal 3.

In February 2005, the Deputy, CIO/G-6 briefed the Single DOIM Action Plan to the Installation
Management Board of Directors (IMBOD), chaired by the Vice Chief of Staff of the Army (VCSA). The
IMBOD and VCSA directed that CIO/G-6, NETCOM/9" ASC, Installation Management Agency (IMA),
and the Army Commands work together to refine and implement the Single DOIM Action Plan.

2. Objective

The objective of the Single DOIM Action Plan Advisory Group is to refine the Single DOIM Action Plan
for implementation, as directed by the VCSA.

3. Advisory Group Membership

The Single DOIM Action Plan Working Group includes the Network Service Center Chief and Customer
Support Chief from each of the four CONUS RCIOs. The following organizations will each select one
representative to serve in the Advisory Group:

FORSCOM
TRADOC
AMC
MEDCOM
ASALT
ARNG
USAR

Ms. Kathleen Linderman of the NW RCIO will serve as Chair of the Single DOIM Action Plan Advisory
Group. Mr. Galen Pearce will provide oversight on behalf of NETCOM/9" ASC and IMA, and Ms.
Cynthia Dixon will provide oversight on behalf of Army CI10/G-6.

4. Scope and Project Milestones/Deliver ables

The Advisory Group will refine the Single DOIM Action Plan as directed by the VCSA. The Single
DOIM Action Plan will provide garrison DOIMs with a Single DOIM implementation strategy and
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various templates to assist the DOIM in developing Service Level Agreements with individual tenants.
Milestones for the Advisory Group are as follows:

Revised charter for expanded working group completed 6 May 2005
Participants of Advisory Group identified by name 9 May 2005
First revision of Single DOIM Action Plan completed 16 May 2005
Draft of revised Single DOIM Action Plan presented to 3 June 2005
NETCOM/IMA LNO and CIO/G-6 for review, and
Director, NETCOM/9" ASC ESTA for final approval
Final revision of Single DOIM Action Plan presented to 10 June 2005
ClO/G-6 for staffing
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Single DOIM Action Plan
for Common-User Services

Information Briefing
to
XAXXXAXXXXXXXXX

Date

Presented by
Briefer

Agenda

» BACKGROUND

» OPERATIONAL
APPROACH

» STATUS REPORTING

Appendix 3 -1



Appendix 3—-Single DOIM Action Plan Status Briefing

Background

OPERATIONAL RELATIONSHIPS

SA/CSA Army CIOIG  6&
MACOM  CIO
Have Normal Staff
Relationships

SR

1 RCIO
________ famd =

MEDCOM COE
Fcio Folo
Command
csssers D

Background

PROBLEM

» Multiple providers of C4IM common-user services

» Organizational segmentation

» Lack of uniformity & centralized control of IT services
» |A inefficiencies and vulnerabilities

» Redundancy of services across the installation

» No handle on overall IT spending

» Non-standard desktop support infrastructure

> Inefficient procurement

» Lack of performance measurements needed to
predict trends

» Reactive versus proactive support
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Background

SOLUTION

> Establish one organization to provide technical control over IT
down to the desktop: Local Army DOIM

» Make one person on the installation responsible for IT
operations: Local Army DOIM

» Consolidate C4IM common-user services under a single
organization: Local Army DOIM
» Establish an MOA between the MACOM and ACSIM / CIO/G6
* Sign a Service Level Agreement with each customer
« Introduce Best Practices throughout the installation
« Consolidate disparate desktop/server support contracts
« Improve network security and IAVA compliance
* Centralize C4IM common-user services across the installation

Background

MANDATES

Server consolidation/Single DOIM concept mandated by:

»AR 25-1, Army Information Management

»AR 5-9, Area Support Responsibilities

»AR 25-2, Information Assurance

»Army Knowledge Management Strategic Plan (8 Mar 03)
»Army Knowledge Management Implementation Plan (1 Sep 03)
»Information Management Execution Plan (1 Jul 02)

»Army Science Board Summer 2002 Study

»Clinger-Cohen Act of 1996
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Operational Approach

CRITICAL EARLY ACTIONS

Establish a team dedicated to realignment
Define realistic measurements of success
Begin open communications with tenants

Baseline cost and performance to measure customer
satisfaction

Focus on Interim Support Agreements pending release of
standard Service Level Agreement

» Demonstrate success early to gain customer confidence

YV VYV V

\4

OPERATIONAL APPROACH

SCOPE
TODAY TOMORROW MAYBE
DOL PMs USASOC
DPW CIDC INSCOM
DRM IG USACE Defense
. _ JAG MEDCOM ( funded
AAA SSDC agencies
CPOC SMDC
ATEC NAF

NETCOM to develop
secured technical
solution

OGC LEGAL REVIEW (Feb 04

« Comply with network security policy

« Coordinate Active Directory with NETCOM

* Report baseline/consolidation status to
servicing DOIM

* May acquire C4IM services from DOIMs

on reimbursable basis
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Operational Approach

THE WAY AHEAD
Near Term Future
(Common-user services)
Telephone/VTC Applications

Visual information

Document management \
Information assurance l

. Functional HRC
Automation Local/MACOM Processing ¢ ARL
uniques PM/MACOM Centers NSC

standard systems 5 AAC

Web mail
Secondary storage
Directory services
Collaboration

Web server hosting

Operational Approach

SINGLE DOIM WORKING GROUP STRUCTURE

Garrison
Commander
J Tenant
DOIM POC Representatives
~Team Management Requirements Definition
+Data Collection +Field Assistance
+Customer Satisfaction *Policy Compliance
Survey
Resource " . Staff Judge
CPAC Management Contracting Local Union Advocate
Single DOIM Concept Single DOIM Concept
Working Group Management Steering Group
(Action Officer Level) (Decision Maker Level)
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Operational Approach

ROLES & RESPONSIBILITIES

DOIM

IMOs

Lead for all C4IM common-user services

Act as liaison to DOIM

Manage Single DOIM transition

Report and track all user requirements

Provide technical direction

Alert DOIM of issues

Coordinate with IMOs to identify requirements
and resolve issues

Document all IT purchases and system
deployments

Monitor and report status

Maintain list of current users and IT assets

Document procedures and lessons learned

Provide guidance to users on IT policies

Operational Approach

PHASED IMPLEMENTATION

Single DOIM System Engineering

Initial Transition

Transition Plan
Baseline assessment
of C4IM common-user
services / providers
Draft transition plan
Business case

Design

Roles and responsibilities

Target architecture

Draft SLAs for above-
baseline services

Personnel consolidation

Resource analysis strategy
Implementation schedule

Project Management Plan Performance

Management approach measurements

Technical approach

Risk management
Schedule / milestones
Measurements of success
Acquisition strategy
Communications strategy

Migration strategy
Transition team structure
Configuration management
Acquisition

Testing Plans

Staffing Profile

Resourcing Strategy
ISAs/SLAs

Continued Operations

Final transition

Lessons learned

Customer feedback /
performance
measurements

Problem identification

Remedy performance
failures
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:;lggo?iss;x:;nagf(tt;eant Tenant Or Date Baseline | Date Migration | Date SLA | Date Customer
Servers 9 Completed Completed Effective Survey Completed
Comments:
*Scheduled
*Updated: Monthly
*Asof:
For further information contact: Phone Number: E-mail Address:
No. of Baseline End State
No. of Baseline Annual Cost | Annual Cost | 9% Customer | % Customer
Participating/ | cam Servers | No.of End | System No. of No. of of Operations |of Operations |Satisfaction of | Satisfaction
Non- camM Services No. of to State Admin/ | Personnel | Personnel | for Servers/ | for Servers/ | Services Prior | of Services
Participating [ User | Services |Transferred |Baseline | Transfer | Servers Opns  [Retained by [Transferred | Personnelto | Personnel to After
Tenant Orgs | Population [Performed | to DOM | Servers | to DOM |Transferred [Personnel| Tenant to DOM Transfer | Transferred | Consolidation [Consolidation
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Status Reporting

SAMPLE ACTIVE METRICS

Customer survey responses
Interactive Customer Evaluation
(ICE) responses

Trouble call volume

Average Tier | response time /
closure rate

Average Tier Il response time /
closure rate

Dial-in services trouble call
closure rates

Web services trouble call closure
rates

Security incidents

Security incident costs

Security malicious logic (viruses)
SMS cost avoidance

Software configuration compliance

E-mail services trouble call
closure rates

File & print services trouble call
closure rates

Account management trouble call
closure rates

Server uptime

Status Reporting

INTERACTIVE CUSTOMER EVALUATION (ICE)

« DoD directed, standard criteria for evaluating performance

« Basic questions must be retained

¢ May be edited/augmented within certain limits

« Provides 12 week sliding window of performance
¢ Captures performance results monthly z

¢ Customers may submit an unsolicited evaluation at any time

web site:

R R R R R R R R R

: ¢ Customer Side

— Anonymous Surveys
— Instant Feedback

— Report Section

— Information Section

EAr A A A

P A A A A A

http:/ice.disa.mil

“ e+ Manager Side

— Report Section
— Admin Privileges
* FAQ
e Upcoming Events

Appendix 3 -8




Appendix 3—-Single DOIM Action Plan Status Briefing

Status Reporting

SAMPLE IMCEN CUSTOMER SURVEY

IMCEN Service Desk C Card

WWhat is your parent organization? IS

what is the nature of repair or service provided? 7

Please rate the  Excellent € Good ¢ OK £ Poor O awful & nga
technician's technical

abilit

Gustomer Service:

Facility Appearance: © Excellent © Good  OK © Poor  aAwful & N/&
Employes/Staff © Excellent ¢ Good © OK  © Poor O Awful & N/A
Attitude:

Timeliness of Service: © Excellent € Good © OK € Poor O Awful & N/A
Hours of Service: " Excellent ¢ Good ¢ oK T Poor O awful /e
Did the product or service meet your needs? < ves € nNo oA
Please rate the Service © Excellent © Good € OK © Poor O Awful & KA
Desk's overall

performance:

Satisfaction:
|WE!’E you satisfied with your experience at this office / facility? © ves € Mo © N/A |
Comments & ions for Imp : (Up to 4000 characters) (optional)

Status Reporting

SAMPLE CUSTOMER FEEDBACK

IMCEN Service Desk Feedback Report

Thank you for your feedback. vour responses have been entered into the customer database and will be
used to improve our customer services.

A copy of your ratings and comments have been emailed to the manager of this service provider

after reviewing your ratings, please close this page and return to the ICE Site

. Your
Questions Ratings - Fth,

Owverall Satisfaction Question - Responsas % Satisfied
were you satisfisd with your experisnce at this office / ves s J—
facility?

Standard Scale Questions - Rasponses Average Rating
Facility sppearance 0z 335 Excellent
Employes/Staff attitude Excellent s Excellent
Timeliness of Service Excellent 625 Excellent
Hours of Service Excellent Sse Excellent
Please rate the technician's technical ability Excellant caz Excellant
Please rate the Service Desk's overall performance Excellent 636 Excellent
¥es/No Questions - BT % Yes

Did the product or service meet your needs? Ves asc 95%
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Status Reporting

PROBLEM RESOLUTION

Issue Mitigation

Tenant X un-responsive Garrison Commander escalates issue to
Mission Commander / Regional Director
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AVAILLBLITY POMEE TIE RELIABILTY PEIS Rt
Communications
150 |Svstems and.
Svstem Support
15.1 |TElGphone(Fax Services 2 w
15.1.1 Tohaphomne
FToVIGE OIS 10NE SEMIDE [VOILE and OR8] o Qovernmert [ropery TE¥T (esz schedded mar CO% ralREiiy
45444 %0 ConmaTt 90 ARy INCYION worawide. (Doss not nclede usage by | wxce X domn Tme) 1as cefinad In 1T
cusiomer). e
Frovice Dual Tane MUMS-Frequency (OTMF) DS DEiEnnones ZE¥7 (e5s schedued | Add, maee ar hmet 58 reflabiity
domn Ime) removal within £ {as defined In IT
[working days of hi=rics)
15112 MECE X FEquEst
45143 Frovide digial elzphone service. One Hme charpe for eguipment x
. purchases when smorootiass.
rsial 5nc mansaln 1scsimie Anss for FAX machines. Frovioe o 24¥7 (B5s schedued | Add, maee ar hmat S8 reflabiity
the end uzer the capabiky 1o send and recelve document imapes domn Ime) removal within £ {as defined In IT
within and ouislde e Army communky. Features Indude fax [working days of hi=rics)
15.1.1.4 bromdicast, siors and forward, Tarsmisslon recelst, and norsecure | MECE | request
fax i0 be perfommed by any device.
15132 Cailing Foahras
Frovice Cantral Office {CO swich features = g call forsardng, cal
4E134 Tranesfer i conferencing {up fo & pardes], ring x
- agaln umber redial, call plckun, spe=d dlaing, caler T,
mstomatic ring Sown serelce, and ofhers.
R Provwide Imegrated volos conderence bridgs (mors than & parties).
5122 x
4513 Wirehne Accass Fedfures
Froeide (oMclal wse of senvices jo centml offices. ol turks =g,
ocal, Federml oommunications Sysiem [FTH], Int=mational},
CEN (Dafen: whched Metwork], ancd Govemment tsephone
systemziservices. (Customer mast reimbures the Investments
18124 raguined o Initiats new cervices. Sustalnment, after inltiabicn, X
snluding curantly sxlchng saoablitise, ls provided on 3 Ron.
ralmburcable backs. )
Frovwide (unofficlal) use of s=nioe for milary Fousing accusants
45433 and cther unofidal subscrisers when services from a commercial x
. sejmninomE CompAny ars mok avaliabie. (Ussaly oniy In overssas
armas.
Frovide icr-post) access 1o senvice for the Tansmission of officlal 2£x7 (ezs schedued Frovice aser
gowemment business throughcet the imstalation. This serskce b domn Ime) 55% succes:
restriched from access o local commesdial (=g, FTS), GEM, and MECE | or local fofty
commerzial long distance.
1814 Tolophone Arawal
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Services
Operate, malmain, and sEgrRce teephone sliches, remote — R 0700-1700 cally an mor:
swhches, nodes, and PEXs. holday wersdays
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ie171 — X holday workdays within 20 minutes
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5173 MECE X et
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Motfications sent
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screculss cutage
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schedules cutage
[Eend ou customer saisfacion sarveys aller Compi=aan of work. 0700-1700 cally on non] Sureys sent afnin
ieare — . holday wormdays 3 worklng cays of
[work compistion
Fmdlew and anayTe Dosiomer salisfacion sureys anc ntiat 0700-1700 ety on ror] Folow-up wes
aciicw-uz and cormceve aczen., MHCE . holday womda somsctie action
within 2 womsing
das
Frovice: hlsiTeoices o customers for senices recsived on a —_— % 0700-1700 cally on nor
mmenthiy basis. holday wordays
| Senzmme monthiy Rvocing by Fersona [denaficaton N.rrne'lFIN'- X
by Telaphone Corrol Crfficer (TCO)L
ReceEwE {montly] Dayment fom customers for rEimbursanie — - 0700-1700 cally on ror
B holday workdays
szoz, martaln, and deete PINs for DSMiTiner Emergency [6700-1700 cally on non] sseed whnin 1
Communicaions service for instalizson cussemers, miltary hoiday womda, weark gay o
=xercises, and Inssaliztion comferences. MXCE x requesl; deiele
accounts on a
wmekly basis
153 [wiralass, Radio, and Sateiite 5 -
gerviges
[ Ctiilar / Pevsonad
[ Communications System (PCS)
Prowide o=l phone desice and usage. E]
Pager Service
Frovice Inarnal organEatcnal FAgers and wsage X
rovice cormrmercial pagers and usage. X
(Farsonal Digital Assistant (RRA)
Wirnless Sorvice
Frowice Parscnal Dighal Assisiants {PDAs) and serekce contracts. x
Frowice POA cevice and usage x
1534 Nan-Tactioa! Trunked Radics
{NTTR) and Trunked Radios
Frovice namow band dgkal nink de o 2257 zzz schedued Mmet 5SSt reilabiity  [55% acoesz
15.34.9 MECE X down fime] a5 ceflnad In IT
Metrics)
=y - RMalmiain NTTR Infrasructure and services. 07001700 calty on noe:
S342 MrGE - hotdny werdays
Malmsin NTTR radios'cevicss & nerpherl devicesTeatures (nom- 0700-1700 Zally on nor Repalr
nirRsTUCtune) holday womdays mdosoevies
within £ workeg
MECE X
Cusiomer gven
“loarer
rEpacsment i
rim
[15.34 4 Provice end-user radc device ®
[Wan. Trunked Radios
TR I T SO O A ST T T
[ra non-tactcal singie and mell channel adic m. This
nciudes cther tingie charnel, mefi-channs frequs x
ezulpment nat outined ax a radio system
Prowkie Kon-tnunked radic systerms support. X
|Frovice Ron-Trunted & Tactizal Sacios £l
Spechum Managemont
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COMMAND, CONTROL,
COMMUNICATIONS, COMPUTERS,
AND INFORMATION MANAGEMENT|

Liat of Diractorata of Information Management [DOIM) Service Level Agresmant (SLA) iOparational Level

agrasment (OLA) C4IM sarvicas.

ACIM Eaceline

PERFORMANCE MEASURES

m SREM S MEME i EWHGTICH ai-tia:) MOEF |BASELINE| MIS3I0H
A AILABLITY RESPOMSE TiNE BELIABILTY FERF ORUARCE CARALITY y
Frowice Speciium CoorCinaion sLpport o =ach unt, crganzaticn, 07001703 cally on e
. or acthuly mUinorzed fe use of frequencies In acoordance with holday wordays
15.36.1 LA - . P = MECE X
(LA applcabie Army Reguation (AR 12 and loca
supplemenial reguiaions and procedures.
Reaest, coomdinate, Updats, and Ssgn mdks feosences o 0700-1700 cally on rore] Assign fequerces
15362 support mission requirements and extemal agencies cperating In MECE X hodday workdays within 2 working
e Jocpl gosctnorn savs
I centity instalatcn frequency reguinements. 07 00-1700 cally on non Perk
= ol . hoiday worsdays
Azist FEialatcn UM In Colaning TEguency assgrments and (07001700 cally on nord WEERn 1 wess af
HE354 ciearances for cperations, frairing, and equisment acquisiien. MECE X hoiday worsdays scheculed exsTise
S EE mplzment poicy and guidance WA AR 512 07 03-1700 cally on non
s — " hoiday worsdays
ies71 Frovice amdiary communicasons for mibary, ovil, ancior clsasier ¥
i C#icigis durieg corlods of smerocpcy
1e373 Amsizt In efeCing NoTMA CHTTLNICALCNS LRCEr EmEmency x
h— condtions.
1535
070 00 zally o ror Lemet SS% redlabinty ==
15.281 Maintain common user senices communicadions: towers. MECE X holday woredays
e Froviae tenanis required space for mission amerras on commen- | oo np " 0700-1700 cally on Ron
wser jowers. holday werkdays
rsiyl, malmain or provide: iower modflcation for missicn amenras X
on commen: s
SanailitG Commurae aions
Frovide saceiits COMMUnICIONs suDecr
rEquestior service, ToUieSNOCTNg, FEDAT. WRITANTY) 2nd Sl X
Soons uiage coars
Frovide access io a Standardized Tactical Entry Point (STER) and x
Mitary Etrategic and Tacical Refay (MILETAR)
Frovide usar represaniative sopport, onier keys, B2y NSTUTENE. e
ard cocrainate suppoct rEquibTEnts for indum.
Develcg requirements, procere wenminais, install equioment, and
operai terminais for Inkmational Marfime Sate MMARSATL X
Sarvice Support
Recelive, doCUTENT, asSign, menkor, and ciose Toukle TcEets (TTL. 07 03-1700 cally on non Soen Tounie loket
hoiday wersdays within 30 miea
MECE X y y
= rotifcasan
Frovice local fouch labor firoukl=shooiing, repairing, =k 0700-1700 cally on rond Tauch laber
2403 holday werkdays support wizin 2
15.3.10 MECE X ; y
e working days of TT
Frovide hER desk [ SySems management dala analysis: noudes 0700-1700 ally on ron] s daly
15.3.10.2 reip desk manageTent ol and Quets aszociated f tend MECE x hotday wersday Fercrmance
aralysis and heip gest pefomrance. Repors
Morfications sent
1534004 Frovice mely netifications by Se hele dest of planned o MECE ® o less That 24
erplanred sysiem maintkenance cr degradation. hors prior o
checyisd culage
Frocess insialadon Service Orders (orogram sabich, updas 7001703 cally on ren
153405 assignments, sxi=nd senics %0 customer) and repak Trouble MECE ® hotday workdays
Tickets fimst iroubleshoot & repair
Send out CUSoMET SATSSACTCN SUTVe s afler ComEieann of wor. 0703-1700 cally on ron] Sureeys sent &kmin
_— - hoiday worsdays 3 working cays of
weork compieticn
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COMMAND, CONTROL,

COMMUNICATIONS, COMPUTERS,
AND INFORMATION MENAGEMENT]

Ligt of Diractorate of Information Management (DOIM) Servics Level Agresmant (SLA) iOparational Level
(&grasment (OLA] C4IM sarvicas.

ACEIM Sacellne

PERFORMANCE MEASURES

sEsVICES ZEENICE HAME E3P EUNGTICH IAESD MOEF |SASELINE| mizsios
AVALABLITY RESPCAISE THE RELABILTY CApACITY WORELOAL
tomer satislacion suresys anc Intlae 07001703 cally on ree] Faloseup &
ve acion.. — % hotday workdays comeciive actian
[within 2 working
_ __ dayy
e 21me Frovice DHEIMOke s [0 Coslomers for Senices necsved on & —— X 0700-1700 gally on nor
mnthly basls. hotday wersdays
153108 Receive {moniiy] payment from customers for reimbursable MECE % 0700-1700 dalty on nom
seryices. hoday worsdays
[Wideo Telaconfarence (VTC)
154 [Video Telsconfarence (VTC) 5 5
15, VTC Srudla
[(Ciperate anc mainsain sencihe D croassfed (SEU) and %2 howsiday x § :5 % tuily opesaticna Ore (1) par
SECRET comman war TG Stugio {Schedus, faciltate, ans caysimezt, opesmticnal DTS circutis) and Instalaten.
malnisin Defense Informaton Systems Neawork (DESN) Video 06031800 {lccal time] ziChiEs ) Addtional VTC{s)
r= Slctal {DEVS) saite 0 YTC Studlol. NxCE X on nomhoilday reculmmerts ecess
weekdays. Scheduing schedue cacablky
and taclkagng ircuded
Frovide VTC protoool capabliles above 5330 as reguired. p 3
VTC Bridgs
CpEmmlE SnT marsan & VTS Bridge (swAor) w alow muEpe x
sessions and muliple users per session.
Mission Specific VTC Sorvice
Frouice mission spedn: BB and SECAET VTG serice as
e.g., Clazsroom, Tansporakie. command and contrel ard x
1524 VTG Tachnioal Sunport
Frovice design anc Instalation agwios and t=chnizal suppart far 0700-1700 calty on ror
g MXCE X holday worsdays
Survice Support
Receive, document, assign, and mornfior trouble 0700-1700 dalty on non{ Open Soubie ticket
MECE % holday worsdays [within 30 minutes
of Retiicason
Frovice local ioucn Iabor (Tcebleshoming, reparng, et C700-1700 cally on ree] Tauch laEer
hotday wersdays suppert wEin 2
MEGE X y ;
worting days of TT
Frovide help desk § systems manag=ment data anaiyshs: rciudes 0700-1700 dalty on non issee dally
heip desk manag=ment inal and ouiouts associated o trend MEGE X hodday workdays Ferfonmanos
[zralyss and helo cest pedomance. T
Moafications sent
Frovice tmely Retfcasons by Se help desk of pianned o e : me2 Imss that 24
srplaTred sysem maktenance or degragation. nowers priar i
Chedylsd culpges
Frocess insialiadon Service Orders iprogram sadich, undaie 0700-1700 dalty on nom
@ssignments, sxiend senvice fo customer) and repair Trouble MEGE X holday worsdays
[ Tickets fi=st ircubleshoot, & repak.
|Send ou customer sagsfacicn sureeys aflar compledon of wort. 0702-1700 caly on rer] Surveys zent wisin
MxCE X hoiday womdays 3 waring cays of
[work. compietion
FEviEw 2NG BNAYZE CoslameT SAUETACion SUrEYS ans It [0700-1700 cally on rond Folae-up wie
odicw-un and correctve acton.. . - hosday werkdays comscite action
[within 2 working
P
Frovice bllsinvokces (o customers for senices necsived on a = - 0700-1700 cally on roe
monthly basls. hotday worsdays
Receve [MONTy] DAy MEN O CUSIDMETS for rErmbUrs A e — :‘ C700-1700 cally on ror
services. hotday wersdays
Speclal Purpoas
15.5 B L]
|Communications Services
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COMMAMD, CONTROL,

COMMUNICATIONS. COMPUTERS,
AND INFORMATION MANAGEMENT

List of Diractorats of information Managament (OCIM) Service Level Agreamant (SLA) iOparational Laval
agreement (OLA) C4IM earvicas.

ACZM Eacaline

PERFORMAMNCE MEASURES

ZEEMICE NEME B3F EUNCTICH IAZHE MDEP |BASELINE| MIZSION
ANAILARLITY RESPOMSE THE RELIABILTY FERF ORMARCE
1554 Moy Lines, Flold Phone Lines,
Rarsge Phones, and Confernce
oz insiall and maintain mag Ines and dial Ines for Aeid unks a1 field X
- ierop locatiore.
rslal ang maintaln mngeeic Ines and telsghones (CONUE) - 2247 =5z schedued | TORIETIE COMTECUED |Weet ST PRIEEITY
15513 MICE X womn 1me; 'within 1 working as defined In IT
days Wi=rics)
insiall and maintain mnp=Yeid Ines and telephones (SCONUE) x
insial and ramoye telenhones dor conferences. X
Ning Cavd Serwces
e and sdminksisr commencial {2.., FT5} ieiephans caling 0700-1700 dally on ror ke caling cards Conauct arnua
cands, prodece call deisll repovis, and proosss r=imbursable holday worsdays 'within 1 work day of] reves and
bilings. Moniiorcaling card ussge for abuse. request, Comil getal revaldation of
P reports dus wikin 5| assign=d caling
e —— " working days of the cands.
end of the month
Cost of caling camds E
Toll Frop Service
SupEcriDe oo ol fres sanvice (&g, via FTS) 00, 8BS, 577, &l
Ferioms an annual revdew and revaldation of assigned Inbownd X
fol-fee nusbers
[15.5.4 e Talephone Sarvice
iEs44 rsial and mainsain tec-ing tsephones and eleciionic Key Systems, X
Dugktal Subscriger Ling (DSL) and
Agynohronous Digtal Subsorter
Ling JADSL}
nsiall and maintz2in or provide acoess io DSL S ADSL lin=s for
18551 SEMVIC=D other than Inbemeet access, which will be provided wia X
HIFRNET.
Frowide local dedicated point-to-point woice and data services x
Talecommunications
5.2 Confinuity of Operations - -
i COOP) and OFLAN Support
SeMvices
1551 COOF Al siradlon
15544 mpi=ment and sxerciss SOOF for oitical povtions of LANICAMS — ¥ [0700-1700 @ity on non
Mistwork Cpersdons Cendsr. hodday workdays
Fregare, monkor, and svaluste COCPS with SUpported t=nart [0700-1700 @ity on Ron \ie=ly bactup
15512 2ty Mxce X holday womdays sloned At ofshe
ooadion
1562 Dvsasrer Recovary
oo Resiore crtical neowork sersices in event of dsaster. [0700-1700 cally on nor Restane winin 24
B MEGE X holday womdays howrs
Maimiain prOCETUNSS 0 prEDarT for rECovETy of nElaoek iInfarmation [D700-1700 @alty on non \ieekly bactup
15622 from dlsasiers and exeouls preparaiony procsdnes. MIGE X holday worsdays siored at ofshe
poation
[E Foundational Servicas = M
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COMMAND, CONTROL, List of Diractorats of Information Management (DOIM] Service Level Agresmant [SLA) ioparational Level
COMMUNICATIONS, COMPUTERS, |Agrasmant [OLA) C4IM sarvicas. AC2IM Eacaling PERFORMAMNCE MEASURES
AND INFORMATION MANAGEMENT)

LSRR SS NEME i EUHGTICH ett-Ea ) WMDEP |EASELINE| MIZSION

AN AILABLITY RESPOMSE TINE RELIABILTY CAPBLITY

Spaciuem Mansgement

Frovice a Fraguency Soachum Marager. MECE 3

Cong Haul and Commorcia

| Circunis
(Crder, aczoum for, anc adminisber local and lang-haul leased MECE ®
ciroulis whin Defenss Information Systems Agency (DISA)

15722 Fiam clverse andior aitemate routing as required. MXCB x
Grder, aczoum for, anc administer incal circuls with commerca) — =
camers.

inns Facilitios
Fian the martznance of common wser sereices commaricasons _— -
rowers and aflocale space on those lowers.
[Validalz ane updais S number of cable pal waedfor abie lease | L :
resments
Fdairiain, tum In for caloraton, and upcate Tes: Measurament — x

Ciapnzsti: Egupmens (TMOEL

Flan rarsEport requirsments for LANCANIWAN MXCEB X

Engineer teiscom Oosets, cutsile Cabiz mam (ioer & copper), and
nzide wiring for miRCr constnaclion projects. Upgrace and mainisin
nstaliation felecom standands wilized in scidiation or confractual MECE X
[documents. Frovide flald evaluadion reporis on confraciar

periornarce.
Flan and manage circukk Insialation and mainienance services. MECE X
Doemiop COOP dor critical pordons of LAMCARY Nebwork — X
[ Operations Center.
::_:e:_ Fiars 10 FEStOre CRCH NENWOTE SENICES In eventof — ¥
CatiutarnPDA Contract
| Administraticn
Frovice £xil prcne and pager senice conact MXCE x
Frowkie wireless FOA conlract vehice WECE X

Service Leval Managens

Frowide bechrical suppart 1o garrison sereice evel agreement
manager in Sefining the C4HM services to be proviced, MECE .
responsinires of each party and SEnice pEMCITEaNCcE mEasTES In
support of ESA deveicpmen.

Support the povemmant In negodations with DoD ievel actvities
ard customer oganizaions, Including depct tenart actikies. The
rzrsemvice Support Agreements {IS54) wil formaily defie the WECE X
services to be providec, responsiziities of =ach party, the level and
ity of tme services provides and response Tmes

Frepare, coordinate, negotiaie, monfor, measwre, svakste, and
renort baseine and above-baseine sendace dellvery and support 1o MXCEB X
eadershlp and customens

Comauct Mnanclal anayses ¥ cetermine wial cosss of SEnices
[Eeoveisen thrcugh the wse of Aty Sasss Costng (ABC). Develon|
Seriice Level Agreemens (SLA, define the senioss 1o be
[Eroided, nesponsioiities of mach party, the level and quaily of fe | MECE ¥
[services provided, response fime anc amounts and methods for

reimburs=ment. Parform fnancial management of IT sersices
fenciicns and perform incident and problem managemeant funclions.
IT Matrics
Repor: S equie e, Svalaniy, nd perceTance  supeon | Lo =
service deltvery and capabiiiles
WA Productivity Managemont
R
Provide Ingut o the IMA Productity Management Revizw MECB X
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COMMAND, CONTROL,

List of Diracterate of Information Managament (DOIM) Service Level Agresmant (SLA) iOperational Level

COMMUNICATIONS, COMPUTERS, |&graemant {OLA) C4IM aarvlcas. ACIIM Sasaling PERFORMANCE MEASURES
AND INFORMATION MANAGEMENT|
lBERVICE S SERWICE NEME 3P EUNCTION Iagrs MIDEP |BASELINE| mizsion
A AILABLITY FESPOMSE TiE RELIABILTY FERF ORMARCE
jep [isuallnformation
181 |Foundational Servicas - -
[18.1.1 Foundation Serwoes
18114 Fisn for and provide al Tunctiorsisensices authorzed on DA MUM "
Flan, svauale, ane review VI requrements anc projects.
16.1.12 (Coordnals, scheduls, monfion, and ensers tat all Vi suppart MUTM X
suspenses are mst
Recelve and process work onders using Viswal indormation
16.1.13 Auinmaied Management Sofwars (WIAME] or other work order MUTM X
sysiem.
Frovikie Propery Sook Accountaifty for W1 production sguipmens
16.1.1.4 and equipman above 524,000.00 for user | =guipmant MM x
15145 Frovide stll pholograsty, graphic ars. audic and video recordings MM ®
— o2 historical amd slorifeant everts
16.12 Servioe Level Managemand
Frovide techrical support fo garrisen sereoe izvel agreemem
. - manager in defining the C4I0 sanvices fo be provided, "
. responsibifes of each party and s=rvice perfomancs measur=s In —L e
supoort of ESA deveiopment.
‘Support the govemmen: In negodations with DoD level aciviies
and cusiomer RENZNICNS, InCluding depot tenant actviies. The
16122 nErsenics SUpDot Agresments {1I55A) wil fommaly define the MUt X
senvices o be provided, responsisiitizs of =sch parly, the kevel and
psalty of the sereloes prosided and response fimes.
Frepare, coordnate, nagoliats, monkor, measore, suaiate, and
16.123 report baseine and above-Daseline senvice dellvery and suppori o | MUAM X
Eagsrerlp and cusomens
‘Comcuct fnancial analyses w0 cetemine Wil costs of sEnices
provided through the wse of Acivity Bassd Costing (ABC) Develon
Servioe Levwel Agreements [SLA], d=fine fhe senvio=s io be
16124 provided, responsibiiti=s of =ach party, the evel and guaily of the MUAM X
SEnViCEs provided, respon = anc amounts and mathods for
remburs=ment. Periamm fnancal management of IT services
furctions and perfarm inckient and crotiem management fanclions.
16.13 V1 Mueirics
16121 Fegon e requiremsnts, avalablky, and performancs 0 supmon MUTM X
s sendos delvery and capablitles
1514 A Produc ¥ Managemenr
3 e
16.1.4.1 Frovice Inpus o ihe 1WA Productivity Management Revizs MUTM X
162 Graphic Arts Servicas ] "
16.2.1 Graphic Saif Help
Fern (CpEtElE A Magla SER-HER Facily, — . L7D0-1700 cally o Ror
holday workdays
16.2.2 Graphic Ans Suppovt
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COMMAND, CONTROL, Liat of Diractorats of Infermation Managament (DOIM) Service Level Agresmant (SLA) idparational Lavel
COMMUNICATIONS, COMPUTERS, |agraemant [OL&) C4IM garvicas. ACIIM Eacaling PERFORMANCE MEASURES
AND INFORMATION MANAGEMENT
JERVICES SERVICE NAME LF EUNCTION IAgKS MIDEF |EASELINE| MIZSION
AVAILABLITY RESPOMSE TRE RELIABILTY FERF ORMAKCE CARAEITY WL OAD
Furmish graphics art s=rvices 57l SUDDCR 0 Inciuds consubatan 0700-1700 cally on rord S cay e sround [35% of Work Oders Cre= 11 ariging’ and
design, esdimate. fabricate, minate or produce grachic art holday womdays on "simple” work o 2 coples up f0 16220
hs221 prodcts, reconds, Imormanion, reports, and ssadsdcal dat _— " orders and 10 day
%ern arounc on
“cormpler work
srder
- Frovice anFration capabiites (e, 5-0 annaiion, woed, =i N [C700-1700 cally on ron
E222 MM X holday womdays
1522z Frovice cusiom ¥aming and matting for Command Frasemaans .
16224 FICCUCE IaTgE Torma: graonic Imape: X
e Fravice \/I disniays and exhibhs, |.2., fatricas 2 or 3 dimersional %
. chjects.
16.3 Photo/Photography Services = L
16.3.1 [ Fricdograpiny
‘Scam. print, ane Tansfer images wfrom 25 milimeter (mm) slides 07001700 dally on nory 5 95% of ‘Wiork Oders
andicr fim. hotday wordays onsimoie” work  |completed mESin
16314 MM " orders and 10 gy |=stabizted tme
furn around on standands (as defred
“cormpler work
srder
Frovice: dighal pholographic services In Hack & white ana caicr, in 0700-1700 cally an nar
studic & feld ervironmens hotday workdays
(Le. promaticn).
(SRCmd {down o
company vl
Priote-10 23, Ex10
[per par or par
16312 MUTM x =igniicant crange
(1= promation,
crarge of commane
ez ). mtorc
cocasionsigrificam:
event - 1 copy 3k
per evert.
e Frovice |large scale ool or biack and shie printing and pioting %
N boys 16%I0"
Femn Frovice large scale color ar biack and mhke printng and poting .
- with DoD pring plant tacikes.
164 VI Multimedia Sarvices B "
B [ty edfia
Frovide muld a preducts and reproduction {maximum |imits 0703-1700 dally on nor [55% ot ic Oders
=staizhed calyl. Locsl mutimedia produsts ars toss St cost hasday womdax zompisted wERn
15411 53 han §95,000, are within e ganison area of responsbifty (a5 [ gy % =stabished time
e AR S-S0, and Incur no direct out of pocket expenses. standards (az defreg
N 'l Metrics)
wide mulim=da products and reproduction.  Non-Local
16412 muiimedia procucss ane those that cost more than 315,000, ane x
erbuted Apvs wite. and incyr desct out of COCERt EYpEn
Dutseurce portions of mukmeda productions (&g, professicnal
aciors, Scrpteies, ramEions st x
VI Broadeastividsoisudie
18.5 P ————— B L
Senvices
1551 Tolevision [ Broadoast Services
5
Fen Srcadcast Commard Channe = . 757 jmex scheaed
gown sme
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COMMAND, CONTROL,
COMMUNICATIONS, COMPUTERS,
AMD INFORMATION MANAGEMENT

Liat of Diractorata of information Managament (DOIM) Service Level Agreamant (SLA) i0parational Laval
Agrasment [OLA) C4IM garvicas.

ACZM Eacaline

PERFORMANCE MEASURES

gﬂ;{] LERVICE HAME B3P EUNCTICH IAZKE MDEFP [SASELINE| MIZSION
ANAILARLITY RELIABILTY # ORLAKCE
e Frovice Ciosec-Cimat iz visicn (CCTV) SupDor 1o @ cefined ansa 4 [0700-1700 ity an ron
e . = hoiday womdays
1E543 Frowvide sateifie downiinks. MUTM ® 2&xT -::'Js_:cnr:u::l
dowmn sme;
1653 Vihae Auidio
Froduce audio fapes. O7003-1700 dally on nom 55% of Work Oders [=d
holday womdays compisted winin W
15512 " =stablished Hme
= —i e standards (a3 defred
n W1 Meetrics)
igs23 Frovide video sireaming and muticasi. MUTM ® 0703-1700 dally on nom:
hobgae wormdyeg
16523 Frocucticn of 508 compllant progucts. X
155324 Frowikde script prepamiion. E3
ig5as |pemale and mainsaln & viseo producton tsciky MU ¥ [D700-1700 calty an ron
holday workdays
Frovide local VI video productions.  Loca’ video products ane [0703-1700 dally on nom: T
gz moge tak ane jegs tan 15,000, ars within the gamzcn anea of MU " holday womdass o
responsibl By (as per AR -2, and Incur no direct out of pocket
pEnEs
Frowvice non-kacal Wl video productions. Mor- Local viceo producs
18527 are thoss Tat are greater than $15.000, are distizuted Ammy wide, S
and incur dinecs oul of pocket expengs:
Fesearch and acoulre imagery Fom Intemral Dol archlves. 0700-1700 cally on nom 5 cay furn around
holday womdays o "simizie” wors
16525 MUM x crders and 10 day
tarn around on
ORI Wt
orslers
gz Resesh and aoguire imagery fom cutsidefcommencial souno=s. ®
Frowvice the serdice 1o duplicats video tapes, COs, and digial wicen
16.5210 idlscs (OWDs) up o locally established [Feiis. ino copyrighisd X
maherial]
/| I
e VI Medla | Equipment Support 7 -
Services
ook / Equipment Senaces
Frowikde Instruction and beefings Im the use of Wi sysi=ms and MUTM ® [0703-1700 dalky on nor:
insiructional j=chnology. holday workdays
15542 rziriain i |Erany of apoicabiz medla products for loan " [D700-1700 ity an ron
S i = holday wordays
15543 Frovide public address sysiem/pressniadon support {s=twp, MUTM ® 0703-1700 dally on nom:
cperation, & tear gomn). holday wormdays
46,514 (Concuct orentations andior brief louwrs MU X 0703-1700 dally on Roe
hodday workdaes
E545 Frowvide | consultation io cusiomers. MUTM ® 0703-1700 dally on nom:
holday wormdays
g518 Frovice Wl aguinment lsns. ML X [D700-1700 calty on ron
holday workdays
E547 nsial, operate and maintain AY equipment MUIM " O7003-1700 dally on nom
hobdae womdag
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COMMAND, CONTROL,
COMMUNICATIONS. COMPUTERS,
AHD INFORMATIOM MANAGEMENT|

Liat of Diractorats of Infermation Managament [DOIM) Service Level Agresmant (SLA) iOparational Lavel
agrasment [OL4) C4IM sarvicss.

ACZIM Eacaline

PERFORMANCE MEASURES

RESUICEE LEEX S HEME LE EUNCTIRH A MOEF (BASELINE| MIBEIOH
AV ALABLITY RESPOMEE THE RELLABILTY capsCITE
IRocument.
170 IManagement
Fraedom of Information &ct
171 FlA) and Privacy Act (PA B L]
Services
| Adminis far Freedom of
17.1.4 irsformation Aot (FOLA) and Privecy)
st (PA) Sevvice:
(Coordnale FOM and FA Intial ana final resnonses. 0700-1700 cally on ror] FOIA responses
holday womdays within 20 woreing
aom X days, PA
mEsponsas within
10 Wi g3y
Malmain database of FOLA ang PA reguesis. 0700-1700 cally on e Updae ™
a0 ® hotday worsdays s dilctaie
50
Erepare FOIA and FA reporisiogs. [700-1700 cally on ror Log as receleed;
Faae e — . hotdey wemdays prepars renars as|
required
Coliect fees for FOLA and d=posk papments In accordance with 07001700 cally on non] Wihin 30 calendar
{14} AR 25-55, parm 5210 — . hatday womdays days o sardcing
Fil Omice
Frovice FCOLA and PA cenral control point for the Sarrisan and 0700-1700 cally on o
17145 suppori=d srant activites. Ensors shict agherence to lsgal ane qom x hotdey wemdays
reguistory requiremens.
P Fregars poicy and reguatory gudance 1ar suppones e, — . [700-1700 cally on ror
_ Fubiizs iocal guidance 1o supplemant Army raguisson. holdey womdays
Frovide guldance on PA steiements and requirements; aporve 0703-1700 gally on nordWERin 120 cays
bdan forms St collact A Irdormation; review and pdais T4 hotday wersdays oeicr fo new sysiem
[sysiem notioes; appnove A ssatemems for paper and sectnic - . secoming
el forms; and prepans and submh regquesis for rewmodfed operadna
ey systems of records for publicyson in the Federal Reglster
AN AR 240-21, parm &1
(Coomcuct reguired annusl FOLA training for FOIA Coordnmars ani 0700-1700 cally on non Whhn 5 work days (Conduct
7448 F& waning for new employees. Frovide FOIAPA rinng as aom X holday womdays o rEguest for mew Ter=sher
f—— a—plagees eamib-ann
17.2 Records Management B "
[Lifocycier of O
Ercwice records managemert senioes and manags T Army — x [700-1700 cally on ror
hoiday womdays
17242 aom % 0700-1700 cally on ner
holday workdays
meiding anea. Maniar lstof Secos 07001700 2ally on ner] Rsconds Haiding - Upaae Tl
ianagement Coorclnaiors (RMC) & personnel authonze: aom « halday workdays response o Quar:
[access the Recones Hoiding Arsa (3-A) equesior mhinin 3
[crbing ctavs
Store oificlal records, process reconds, provide siorage boxes, 07001700 dally on o Updai=
update records sicrage IMverinnyScoaton repart, snd - . holday wemdays (elae=]
conzoigaleiship recongs sansters, Valkiate Stancard Foem (S repoet mor
SFi:Ex
Concuct reconos managemen: evauations of activies. 0700-1700 cally on nor arrualy o
qom x hotday workdays direcind in
S0P
res searche: and maragemat: suTeyE 0700-1700 cally on roe
aom ® hotdey wemdays
[Supenvis= and manags e ConEsECNd=nCE ogram, O700-1700 cally on nor
aom b holday worksdays
Frowice advice and assistance Wi the prepamtion of - . 0700-1700 cally on ror
[comespondence ars wiin ARIME. hoidey womdays

Appendix 4 - 13




COMMAND, CONTROL,

Liat of Diractorate of Infermation Managament (DOIM) Service Level Agresmant [SLA) iOparational Laval

COMMUNICATIONS. COMPUTERS, |agrasmant (OLA) C4IM earvicas. AL Eaceling PERFORMANCE MEASURES
AHD INFORMATION MANAGEMENT
[ F13 EUNCTION Zagss MDEP (EasELINE| MizsIcN
AN AILABLITY PEEPCMEE TIHE RELIABILTY PERS CRMARCE
Facllisie the ife cyce management of Army reconds o Indude 07031700 dialiy on nom:
sysiemiaic malmierance, refdrement to Federsl Records Cemler, halday werkdays
and desfruction of records (Soth elecironic and manuall. Frovide
17219 consuliadion on e Ife cpoe management of Imarmadion contakbed | Q00 X
n auiomated information sysi=ms {el=cironic record keeping
SySiEmE) 2nd manual record Resping systems.
. Frepare policy and reguiatory guidance for supporied acfivibies. 0703-1700 dally on mor:
172190 B o holday werkdays
Serse 31 Hismrcal Recones Resticted Dala Reviswer for the - % D700-1700 dally on o
garsondvscn. holday workdays
suzls requesis for non-siandand fiss equpmeant and supplles. D700-1700 cally on rord Respond i
172112 Torkie advice and asssiance for amquisiion and wIe ot rieh] X holday worsdass requesis within 3
supoil=s and sgelpment weorking days
= — = = _ D7 02-1700 calty on Ro
erioms Management Infarmaticn Cantol Frogram responskiities. | GO X hatdar wersdas
(D Symibed anagersent
Ferfiom Cifio= Symbol functions and r=sponsibilti=s Incheding 07031700 dally on non{ Reguesis
17221 assigning gamison office syminols and precessing ofice symbo triest) X holday workdays processed within 3
reouegls working g
4723 (ARNES T
Frovide ARIME training classes on fles manap=mert, 0703-1700 dally on mor:
comespondence manapement, forms managemsnt, reoonds a0 ® holday workdays
disposition, r=cornds uilization, and RHA management. Frovide
rECods mapagemeni peiester Gaining
175 (Onelal Mall and Distribution - -
734 Mail Servica
Ferfom mal apemtions funclions: standandiz=d address 07031700 dialiy on nom:
management, deliveridisirbute mall, sort malidisidoution, meter holday workdays
o*icial mal, and partorm mall accountng. Implement and manage
7.3.11 T qom x
Affty postage inchuding First Class Permis, Business Reply, 07031700 dialiy on nom:
17.312 Standamd Servits, & Unked Siades (US) Postal Service Sxpress. fric) X holday workdays
Elckuo & deivers of mall % cyTant roytes
2 Wil Sevvice Adn
Frovice trining of ofcial urlt mall certs and managsrs for D700-1700 @ally on rond Frovice trainkg o
supoori=d activEies as requasied, holday womdays maw officlsl unk
il clerks an
17.221 Qo x managers v
suppari=d actviies
within 1 week of
regusst
Frovide tesdng of unk mall room personned. Score and provide 0700-1700 dally on nom
17.222 faagback. Qo x holday womdays
ComauCt Lrannounced of Annourced Inspections of unk mal [D700-1700 @ally on ron
roome. holday womdays
[17.323 ries ] X
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COMMAND, CONTROL, List of Dirsctorate of information Management [DOIM) Service Level Agresmant (SLA) /Oparational Level
COMMUNICATIONS, COMPUTERS, (Agrasment (OLA) C4IM sarvices. ACZIM Eacaling PERFORMANCE MEASURES
AND INFORMATION MANAGEMENT
m SEEL S HNANE LlE EWHCTICH prtLd) WMDEF (BABELINE| MIBSIOH
AMAILABLITY MESPOMSE TINE RELIABILTY PERS CRMARCE CAPALITY
Malrisin active and inactve fle of persorned appolnesd on DO C700-1700 calty on mor
Farm 255 a5 Unt ka1 Cleres and personnel dssigrated o sign for | QoM x hosday wemdays
acoountable mal.
[ Frowite postage sardice and meterng of mal [0 O0-T700 calty on ror:
S — . holday workdays
Track and ensune postage funds are avalabhe for mall cperation: 0700-1700 dalty on Ror:
rough Defenze Finance and Accountng Sys: acm x holday momdays
Cperate posiage meiers.
Fregars DFAS Chamge Sack Repart 0700-1700 calty an mor| WERin & working
frist ) X holday wordays days of the =nd of
menth
Frepane Expendiuore and Relmioursable Postage Report 1o t2nant 0700-1700 calty on Ror:
crganizations. acm x holday momdays
Freganeforward Fostle Accountablly Postage Adminisraive - .
System |PASAS]) infamation.
Fromulgate mal polkcy and procedures 0700-1700 dalty on Ror:
Qo X holday wormdays
Periorm mal screening cperations. 2t a remate location in X
acrordance with forcs protecicn ssardanes.
Feview enlt anc acivity PewsieHErs 10 ensure materal s approved o {
173212 for oticial malling aoM X 0700-1700 dally an Ref argund on
holday womdays TEWSIESET PVl
Icoming Mail
Frocess incorming ieces of rmall and buk mal C700-1700 calty on merd One {1 day turm-
holiday workdays around on bu'k mal
fries) X
Mainiain PE Form 3804 and unk authorizadon mster idenifying 0700-1700 dalty on Ror:
ndridduals authorized 10 recelve accountabis mal for sach Gom X holday worsdays
Cli
Process Intra-post distbution (sholgun envelcpes). 0700-1700 dalty on Ror:
holday momdays
aom X
Frocess United Parcel Seriice (UPS) and Federsl EXpress - . C700-1700 calty on mor
(FEDEX) packapes. holday workdays
up 2nd distrizue Imemal mal and cisThbutlon plzces caly for ace x 0700-1700 calty on Ror:
= Imernial organizabenal fencticnal acivtizs. holday wordays
Reulivract Mail
Frocess redirsct mail. C700-1700 calty on mor
holday workdays
17341 qom X
Frocess &l outpoing mall. Sort by account rember, class of mal 0700-1700 dalty on Ror:
ard welght Mei=r mail, piace In propar US Fossl Serdce (WSPS) holday momdays
maling conisners. Frovide covsoldme=d malings o miltary
nssaliabions and ofers on an opportunky basis. Gom x
Frocess clazsfize messapes and publication pleces. - . C700-1700 calty on mor
holday workdays
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COMMAND, CONTROL,
COMMUNICATIONS, COMPUTERS,
AHD INFORMATION MANAGEMENT|

Liat of Diractorats of Information Managsmant [DOIM) Service Level Agreamant {SLA) iOparational Lavel
sgraement (OLA) CHIM sarvices.

ACIIM Saceline

PERFORMANCE MEASURES

RESuiZe SRRV CS MEME iE EUHETICH eit14:3 WMDEF [BABELINE| MIZEIOH
AVALABLITY BESPOMSE TINE RELIABILTY CAPALITY w
[17.36 Poat Locator Servica
wkie Past Locater Service jarganzzation & telenhone 3 for botn 0703-1700 eally on roed Frovice Inormason
et miktary & chilian personme). o o holday worsdays within S mimstes of
equest
Malniain datatass. Soth the Official Mall and Telsphone Cparaor 07003-1700 cally on Ror:
senices share T localor database; however, the primary halday workdays
7362 responsiblfy for detabass maim=narce rests wih mal. The a0m x
calabase | updaes by SIDFERE Tansaclons. Acoress
nformaticn ks upaated by urlt mell clerts and Post Locasr
crionn
Serve a3 the Functional Aominsaior for Perscral Locmor 07001700 cally on nord Now acoounts
7353 (PERSLOCH Request passwers for unk mall Cers of owers o o holday worsdays =stanished wiin 3|
requiring sccess. Provide seppart far instaling and mantaising worting days of
amoerications softwars for acceszing EE mausst
Courler Senvice
Frovioe COUrer SEric=s 10 ot past Icalions wher pracics) and
ininnie. *
Copler Managsment B "
Srarsd-dHom: Copiar Manspamant
auzis requesis for sefservice coplers. Aporowe and 07031700 cally on ron] Winin 2 work cays
recommend placement, reiccation and consoldaton of coplers fris] X halday workdays of requesi
when neguired.
Feriom lease purchase analysis of coplers [OA Form 4551 0700-1700 dally on nom
Assist and advise custormers of copler requirsments, malvberance. holday worsdays
costeftectiveness (cost per copy), and speclal raies. Cooringte | oo .
with manufaciurer paint of conlact (FOC] for accurate prcing and
speciications. (AR 25-30 and D Fampniet [Fam] L
AZSIgN SpPICYa CORTD) NUMDETs and maniar oalanse o [700-1700 cally On hord ASsign coneo
requesi=d ard approves coplers. oM ® holday worsdays seermbers wihin 1
work day
MalTiain Cople PvEnory. 07001700 cally on ror [Perior
aom ® holday worsds, Lo
Manage copler MARAQEMENE SUNDCE DPOFAM for Copker services o .
(LW AR 25-30).
Manage cosTpeTCony Coriract: morhar bling, rEparE O700-1700 cally on ron Fr=na
nveicesteconoliaions, Cooroinats with contractng, £ acm X holday wordays rveaic
icns =
Frowlde copler services wih usage fee. ! x
175 Forms and Fublicafions = =
Forms and Pubiicafions
Managemont
Adminisaer e Irstalaton pubiications 10 nCude 1=Ythooks and 0703-1700 cally on ron
P dsbution, Includes establshment of a publcation stcckreom (AW[ oo . holday workdays
AR E-5) and establishing pollcies and procedures. Ferform printing
management and publish Weekly Sulisin.
Froviie assisiance i DSSiOmers on aoounts, peblcamons, of — . 07001700 cally on ror
forms. holday workdays
(Conduct @ periodic forms and publications review. aom X 0700-1700 dally on nom
holday workdays
Malniain an invertory and Index of forms and publications issued 0700-1700 dally on mom Ful
il AR 25-30). Fublish the Indexes as required. Gom x holday worsdays for
nd:
Frovice design or mocication of oca nstalation fams. Assige 07031700 cally on ror Supn
ocal form nurskers. o DOIM anproved forms aom X holday worsdays werk
arcur
Frocess forms requesss. 07031700 cally on ren] Wiinin 2 working Supo
7548 a0m x holday worsdays day work
arour
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COMMAND, CONTROL,

List of Directorate of Infermation Management [DOIM) Service Level Agresmant (SLA) idparational Level
COMMUNICATIONS, COMPUTERS, |&greement (OLA) C4IM sarvicas.

AND INFORMATION MANAGEMENT|

PERFORMAMCE MEASURES

Mﬁjw

ZRE5E

ANAILABLITY

RESPOMSE TIME

RELIABILTY

Edi and make recommendations on propossd new or revised local

holday workdays

0703-1700 dally on nom

and pubilcabions accoun: malrkenance personnsl.

17547 publications. Maintain fhe recond copy of local pubiications.

7E4% rsure complance with Ammy Resdablity Program (MW AR 25-30)

7545 Cwevelop and mainiain a pubilcation training program for siockroom 07003-1700 dally on nom
- hobday wormdays

Automaie publcadons & forms to make them avalable on the
ni=met or intanet Create pape=s on fhe Ini=met or Intranet

Manage e Instalation's OA 12-saries publicaion subscriplons

holday workdays

0700-1700 iy an Ror

mccounls
Malmiain corent dlsrbution |isis (slecronic & master] and process 07003-1700 dally on nom
changes. holday workdays

Extabilsh pubiications accounts of update and procure pubicadons
necessary.

holday workdays

[0700-1700 calty an ron

Frovide Instalation paper copy and el=cironic publications.
managemsny, provide wanshousing of Instalation pubicssans &
fiorres, manage accouriable & serstve forms, disrbuete
publications & forms, and d=sign & manage locally created forms
D& Fam 25-300

(g
hosday wormdays

700 dally on nom

Approye and 3SR lacal forTe and reguiations 13 Induds
eleciroric generation and duplication. Prepare pollcy and
reguiaiony guldance for supported acivites.

holday workdays

07 00-1700 cally an ron

(Concuct Taning and sureeys,

holday workdays

0700-1700 @ally an ror

whthin 1 west of
regusst

Artas Publications Contral C#cer and Forms Management Sonil
(DHTicer

holday workdays

00 ity an na

Update Instaliation T=lephane Direciory (siecironic] conséanty or
a3 requested. Frint telephone direciony via local DOIM assets.

07D
holday workdays

700 dally on nor:

Frint i=ephonis cireciory via Dol priming mant faclies.

Update the Installadion siafl direciory as local polcy requires.  Pring
e Sia directory using local DO assets

holday wormdays

(0703-1700 dally on nom

Frint the sta® direciory using Dol print plant faciBes or
comiaciors.

Upcale Insialation Key Personne] Dirsciony.

£

Frowide Miary Dependant Chlld Support Locaior Service.
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COMMAND, CONTROL,
COMMUNICATIONS, COMPUTERS,
AND INFORMATION MANAGEMENT]

agrasment (OLA) C4IM sarvicas.

List of Directorate of Information Managament [DOIM] Service Level Agresmant [SLA) idperational Leval

ACEM Eaceline

PERFORMANCE MEASURES

MRS LEEV LS HANE LIE EUHCTIOH ett:Ea) MOEF |BABELINE| MIBEIOH
AVALABLITY RESPCASE THE RELABILTY CAPACITY wonELey
18.0
|Assurance
Dol Public Key Infrastructurs
18.1 B L
PKI) Sarvice
1811 Dol Pubilc Key infrasiruciune
Frovice 3 configuorasie Mzdum Grace Senice (WS | Tor sending 2527 D23 schesued Lizet 55.3% relakl by
[ard rec=ing signed ard encrypied =-mall anc atachments, by domn tme)
18.1.11 wikzing DoD F¥] lssued user cefificaies, and intsmoperabie whn acm x
MGE sysi=ms outsides Se Army domain.
Frovice the integration and managemen of e Dol Pudiic fey 2527 Des3 schesued
18112 rerastruciurs {PXI) Service, In complance with Army and Dol FK aom x down Tme)
securty policies anc guidsines.
Frowide Dol PRI Senvices Inciucing dlreciony Suppon, reglsTaton 2457 Deos schedued Mizet 55.9% reliablhy
oneration of Local Reglstradon Authorty iLRA) womssadons) [domn Tme) as gefinszin IT
Carifization Authartsy (CA) funcions, Intertace to reated Army Mercz)
18113 systems, hosting of PR-enabied servers, and requirsd key S =
managemans sandoes 2z well as FK| sohsions for e-mal, web
2epications, flie transter, &n ViU Privale Meteans.
Frowite PR authemicazion for users, d=eizes, and appizations 1o 2847 Dess schedued et * relzblhy
18.1.1.4 dlzcover and uilze giobal Information services data. aom x [down fime) 2z cefineaciIn IT
MzEst
Provice tecrrical support and wser tralving. 0700-1700 cally on ron{New user tralning Conduct
18145 oM x hotday workdays within £ work days radrmshar” i
o rea el
15142 Respaniise for requesdng, recelving, instalation, and aom x 0700-1700 cally on ror
- acccuntabiliy of BKI MGES cerificaiss. holday workdays
18.2 B L
COMSEC) Sanvica
1821 (COMEEC Oposations
Frorvide for the accountabiby of instalation COMSEC equipment 0700-1700 dally on nom 107
arg ma=rial un %t leved of TOP SECRET. Responsisity hosday werda mcourakbily
nciudes oniering, recelelng, acoounting, lssuing, safeguarding, and o
ure lzlsprones (25 Secure Teephore equipme: ar
Telephore Unk 1. all cther materials; s
18.2.11 acm x -
e i Securiy Agency (NSA) crypng cevices (=0, TACLar
HI%¥-T, and M3 134), ang I3 assoclnes COMEEC keying ma
equipmen: ar
manerals
1221z [Cperais anc marsain COMEEC faclty. — . [0700-1700 cally on ror
holday wermds
1221z [Cperaie and makiin secors commurications devices srd P | oo . [0700-1700 cally on ror
- EYS. holday workdays
Ferom unk leval seif Inspeclions i assure compdiznce with AR 0700-1700 cally on nar (Condect sem
12214 Suletin (T} 380-81 — € holday worsdays vl inspes
o units
or= &l reporbing sespenses are et for bolh Commaled Repor G4l and
[Cryetographic hem (SOl and CO nzidenis, (A 24-noar COoME:
respense by COMSEC |3 mandasory) acmw x vidaticrs wihin 24
ficurs of iIncident
Store, accour, comerol and destroy &l TO! ET ana Marth 0700-1700 cally on nar
18245 Atiarsic Treaty Crganizadon [HATD] COMSED documents for fne | GOM X holday worsdays
nzzalation
Risk Managemsan
18.3 Accradiiation! Certification ] "
|Services
:ER Vidnerability Asses smani
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COMMAND, CONTROL,

COMMUNICATIONS. COMPUTERS,
AND INFORMATION MANAGEMENT)

Liat of Diractorats of information Managsment [DOIM] Service Level Agreamant [SLA) iOparational Level
Agrasment (OLA) C4IM aarvicsa.

AC2IM Sacaling

PERFORMANCE MEASURES

sEsICE 5| LIF EUNCTICH I8ZHE MOEF |SASELINE| MIBSION
AVALABLITY RESPoASE THE RELABILTY CARACITY WIHELOAL
Frovice Securiy Fsk Assetsment suopor AW ARIS-1, para §410; 07031700 cally on ror
pericem risk analysis of resources, controls, vunerabies, holday worsdays
a3 and the Impact of kosing Sysi=ms’ capabiites on e mission
Ba coiective; foclfate cecisions fo Imoement securty aom X
courmeasures or mitigate risk; implement countemmeasures;
parodialy rrvis GroraT
[DoD Information Technology
18.32 Car i Accroditation
[Procass (DITSCAP)
Manage e DITECAP process. D7 00-1700 cally on rar:
18321 aom H ey
Frowice guicance and gversight of CITSCAS accrecliaton Tor 00 cally on o Respond W
nzsaliation and fEnant actveles. hoiday wemdays custemer rapEsts
18.322 acm X
Information Assurancs (L&
18.4 B L
Tralning
aen Trformanion Assarance
o Program
Mentor ane aszist I e formal Information Asuranc: 0700-1700 calty an ror Retresrer TNy
certficaion programs for Mebwers Managers and Systems werkdays meery 3 yeams dor
18411 AdmirlsTators Information Techrology Professional fri=n) by 1A profiessionals
scarning persannisl; and 14 workssationisener e
Fe TN
18.5 |Foundations] Services - -
18.5.4 Service Leved Managemar
Frovice techrical support 10 gamizon service evel agresmen
e manager in cefining e C4M sarvices o B proviced,
e responsinikies of each party and s=nioe performence measur=s b | S0 =
support of ESA deveiopment.
Support the govemment In nagotations wih DoD levsl acivities
ard cusiomsr oganzaIons, Including dasct enant acivies. The
18.51.2 nEersenvics Support Agreements (IS5A) wil formally define the fri=n) X
s=nices [ be proeldsc, responzizilties of each party, the level and
cualty of e sarvices sroeldss and nesponss tmes
reran. coordnals, negolise. monkor, measas, syakals, and
18.513 report Dazeine anc above-Daseine senvice dellery and suppori i | @oM 3
Eaderztlp an: customens:
Concuct financial analyses o determine wotal costs of senvices
Rrovided through the e of Aty Sased Cosing (ABC). Deselop)
SErvice Leve| Agreememis (SLAL S2ne the senvices 1o o
18.5.1.4 Frovides, responsisities of sach party, the evel and quaiy ofthe | QO X
senvices provided, respons: and amouris and methods for
rembursement. Parfa fnanciel manageent of IT sardces
ferctions and perfarm Incient and crotem maragemean: Sncions.
18.52 T Madrics
. Sepor Te requirements, salablfy, and percrmance 10 sUaDon
Bz sErice deitvery anc cazakifies o *
[FA Froductivity Management
[ Reviow
Frowice Inut o the INA Productihty Management Revisy aom X
1854 intormaticn Assurmnce Policy
Estabiish and exscule he program AW AR 280-5, AR 25-2, and
ES4 ofher appropriate DaliArmy guidance, io inciude publishing a aom X
zcurty awarsress policy and Local Netwers Sscurfty Folcy and
erovidng oirer auddance
Frovice 3 secure nemais access Roicy far the Instalation’s network
18.54.2 AN Army, Major Amy Command [MACOM), & Local Network acm x
Securty Solicy parameisrs,
18.54.3 Establish and publish IA policies |AW AR 25-2 aocm X
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ACIM Sacaling
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SEEMICE NAME aE EUNCTION Iagss MDEF EASELINE| MI3SION
AN AILABLITY IEEPCASE THE RELIABILTY PERFORMAKCE
Resowce idandagensend
Fepor COMEEC and 1A rasoure ragulrements o e Seglon. aom %
Configguradion Managamses
Sepr=sent A componenis in the instalation Configeradion Sonfmol oM x
Hoard (CCE
Adanape L4 harcwars and softwans changes. i) X
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List of Diractorats of Information Managament [DOIM) Service Level Agreamant (L&) iOparational Leval
sgrasmant (OLA) CIM sardicas.

ACG2M Sacsling

PERFORMANCE MEASURES

T e EUNCTION Iageg MDEF (BABELINE| MIZzION
AN AILABLITY " RELIABILTY PERS CRUSKCE CAPACITY
13.0  |Automation
131 Mall MagssgIng/Collaboration = "
) E-mallDMS) Sarvicas
13.1.4 E-mail Sai
Frovide the capabl By fo: send, siore, proc=ss. and rec=ie e-mal E-mal senices 24X7 Meet 353% relablky Malinoy size 100
[2rd musl-media e-mall aliachmenis, win Interoperabl By across he {l=sz scheduled dosn a5 cefined In T with afiachmeant
18444 [(Arry, within e Do, and outsice of DoD. friet] X Fetrics | for email determined Dy k
14 palicies
Frovice e-mall sarvices Inouding dir=chory repiicason, scoess o Wizt 33% relablity
13142 pbiic folders, connecior s=nioes, iIntemet mail, calendar senvios, aom x (as definad In IT
o nssant messaging, and team foiders for treading discussions. Mewrics) for emall
Frovice archving, s2arching, and retizeal of a<mal anyime tom Mgt 55% relabihy
18.1.1.3 2ryoace Q0w X [z defined In T
arme) Merics ) e emal
Frovide host support and acoounts management. 0703-1700 dally on non{ MNew accounts set
13.1.1.4 oM x holday wordays up i 2 work
days of request
Fericm Incremental iful Infarmation & dreciony siore) backups. 07031700 cally an ron
15145 Fertoms full sysiem backups. aom X holday werdays
Monhor nardaste siorage space. O07003-1700 cally on non R
F holday workdars snould e greate
B B = than 20% o clzk
capacty.
s Ceweicp e-mal guizance and prooecures. e . C700-1700 cally on ror
holday workdays
P - Feriom capacky panning for e-mall r=Sourcss. C700-1700 cally on ror
Sak _— ad holday workdays
Defonise Message System (DMS)
1812
Provice the capablfy for users io compaose, farmat, Sansmit and E-mall s=nices 2447 Meet 35% refabiby Mailoc slze 00
recetve formal crgantzational =-mal meszages &t Indvidua {lasz scheduisd dosn (a5 cafinse In T with anachmant
19.121 worssistons. Provide classfi=d and sensiive but unciassifiss Qom £ amis} Mewics | for emal d=termined by k
{52 and dassHed organzaional messaging capabilies. 1A palkcles
REr [Cpesie, maimain, and manage e Local Contol Center (LOTH anm ® 0700-1700 cally on Rom
. holday wordays
15123 r3ial, confiurs. and manian CMS servers, saiware, anccther | oy ¥ D700-1700 ally on non
- Fardware. holday worsdays
15124 Provice post offices, celivery sysiems, and backup and restone acm ® 0700-1700 cally on Rom
. Apanilty, hoidas wordas
Troubleshoc: DMES protlems: 2 next Righer leve 0700-1700 cally on Rom
e (LoCiAres Contrel Cemer (ADC), TNOSS, DHSA Mtpark _— . holday wemdays
T (Dpeations Cender [MOC]) via Troubie Ticke? H probiems cannot be
ofved locaily,
(Cpemle, maimain, and manage Carificadon Autharty Workstation 0700-1700 cally on non| FORTEZZA cards
15128 (CANL Proczss X503 cenificmes and create FORTEZZA cares. | ooy X holday workdass [within 1 worsing
| =2 canttficanes to Dineciory Information Tree (DIT). sty o regquest
e Frocess and deiver massages (B3, Defenss Message Sysem e = ZEx7 ez schedued
S (Do) Mizssage Dlstibuton Sysi== [DMOS] domn 1me;
13.1.3 Direchovy Sorvices
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AND INFORMATION MANSGEMENT]
[P — FH3 ELNCTION Zagss MDEP (SASELINE| MISSION
RESPOAISE TIME RELLABILTY FERS ORMARCE =)
(Cpemie and maintain gobal dircory. heet 98 % relabiky
acm x (az ciefinasd In T
MEtris]
Design and manage dirzctory synchronizations with other sysiems. | oo x 07001700 calty on o
holday workdays
(Craaie uilflles and scripts to synchronizs dneciony sendces. 07 00-1700 cally on ron
Ensure infamation Indegrity. Add user funcionally. Coondinase aow X holday workdays
aciions wih glher organzadions
1914 Local Etectromic MMassaging
3 SurLrtly Guldsneo
49144 Ceweicp and pebilsh ecTonic messaging sscurty guldsres in - x 0700-1700 calty an ror
N conjuncion wit the Local Meawork Sscurtly Guidance. holday workdays
1513 Securlly Awsranass Trakning
- |[Frogram for End Users
Esiakiish and sx=cule 2 securly awarsness Faining program for 07021700 cally on o
end users of slecimnic messaging sysiems. holday workdays
i) X
1316 Servics Suppart
Recerde, doCUMERS, ASSign, monkor, and ciose Toubiz Tokets (TT). 0703-1700 cally on ron Gpen Touble ticket
18151 aom X hoiday worsdays within 30 minstes
of notficaton
Frocess service orders (program swiich, updaie assignments, 07 00-1720 dally on nond Frocess Service
45152 exi=nd senvice o customer) and Trowul chets {i=st, troubleshoot aom « holday workdays Onders In 20
B and repair] for all approved moves, adds, and chanpes {MAC) minuiss ar less
reguirements
Frevice lazal touch labar (ircutizshoaing, reparing, £ic) 07001700 calty an ror] Touch kor
_ - holday wordays suppart whein 2
3163 friest) X worting Suys of TT
Provide help desk § sysems manap=mert data analysis: includes 0700-1700 cally on ron lssee daly
13154 keip desk manap=ment tnol and ouiputs associated o frend aom X holday workdays Ferformance
[analysis and hein desk perfomance Reporis
Modfications sent
e Frovice tmaiy netifications by e heip dest of manned o aom % o e 24
T urpisnned Sysiem mantenance or degragation. moars priar 1o
soheculss cutage
Send out customer sadsfaciion surveys afler complston of work. 07 00-1700 dally on nond Surveys sent wihin
4315E oM x holday workdays 3 working days of
'work compledion
Seiew and AnSYIE Deskomer satsiacion sureys an Nt 07001700 calty on ron] Folos-up whs
19157 ciicu-un ang correctve acson.. - x holday wordays comactie action
within 2 worsing
days
Databsas Administration
13.2 Morires B U]
ServIces
e TS ITATGN Snd METanaToe
Ferform Iocal dasabase adminisr=on for sndan dratese C700-1700 an ren-
softuare (2.0, Sracie, Arcess, Sequel Serer, Visssl Saskc, hoilday wessdays
18211 [Syase, Synase ASE, Miorsoft BGL Sarver, Informiby, LOTUS QoM X
Miohes, BAS, 52K, & M204} 10 Include backups and resiorations.
19212 Ceweicp, fisid, ane support dambase apploasions. X
4oz Ferfor databaze bulds, recrgarizations, mainisnance, tuning, x
- Eactups restoratiors, snd cuery desige
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esvessl  ssmwce weme . EUNCTION Zagxs MDER |SAZELINE| MiZzioN
AN AILABLITY EEPONEE THE RELIABILTY il
raTEer promoos [FTPSI. lascs,
dowrioads, data 1k manipuladon, data anchiving, coordination,
13214 tamlirtzmtion, and implementaton of scioes requirss. Froczzsing X
o4 superscang, driver actions. and updatesichanges i unigue 3nd
{andard magier fles
1522 (Dats Warshouses and Deta Mining
- Sorwes
Ferfon Incal databass adminisTE0n for 0358 Warshcus=s 10 O700-1700 cally on ror Azt 38% relablby
13221 nciuds Dackops ane restomtens. QoM X holday worsdays (a5 gefinss in T
Metrics)
(5222 Frovice 0318 minkg SEiCeS - P
1323 Servicd SupporT
RecElE, SCCUMENS, s, monkor, and Cose Toubis Sosets (T O703-1700 ealty on roed Open toubie okt
aom X holday worsdays within 30 minctes
of notification
Frowide local touch labor trowbi=shooiing, repaking, =ic) 07001700 daly on nond Touch ebor
holday workdays suppart wknin 2
pris) x y i
worting Sy of TT
Frowide heip desk § sysiems managament data sralysis: Roudes 0700-1700 ealty on roed s dally
reip desk manag=ment Mol and outets associaed io tend QoM X holday worsdays Fertormance
2ralysis and heip cesk peformance. Ragoris
Motmicaticons sent
Frowige Hmeaiy noticaions by the heip desk of pannsd o aom X o less that 24
urplanred system makctenance or degradation. hours prior o
chegylsd cutnge
Process insiailadon Service Crders (program sehch, upsate 7001700 cally on ron
assignments, sxiend senios o customen) and repai Troubls friss) x holday workdays
Tickets =gt froyblagh: A repai’
[Send out customer sadsfaciion serveys afler compiedon of work. O703-1700 cally on rom Surseys sent wikin
a0 x holday workdays 3 working days of
'work completion
Seview and analyze iomer satistacion surveys and Intlate 07 00-1700 dally on non Follow-up with
toiicw-un ang corrective acton., aom X holday workdays comscive action
'within 2 working
days
DBBK[DESDI’MS[B SIJEEDI't
13.3 B W
4334 [Deskmop Zaftwane Service
15311 Frovide Ineroperabie and Integmai=d standard o*ioe audomadon Gom X 07 00-1700 dally on non
T s topisarer sofwars holdey workdays
15312 Frovide cenirally funded software %0 all Army users or as pariof a aom ¥ 07 00-1700 dally on non
-l |standsrd Army system. holday werkdays
Feriom reieas: management 10 incude commersial sofware, O7O3-1700 daally an non
3 standard softeane, bets, she [CEnte MATgEMEN:, Cerfcas of Gom x holday wordays
petwortiness. and Do sveem misxses
Frovice the capabily 1o secronically "push” sofwars updates, O700-1700 cally on ron
15314 [S2C0rty LDdates, WETIOr DRNCNET [SENICE PACkS, ServcE Eeasl | oo, X holday workdays
- WA, el o end user devices, as well as, servers within the:
alid
Malviain accounsabliby for sotwars lcenses. 0700-1700 dalty on ron
13.3.1.5 friss) X holday workdays
Soiftware / Appiication
53z (Devafopment for AN Ao
System Types
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Liat of Diractorats of iInformation Managsment [DOIM) Sarvice Level Agresmant {SLA) iOparational Laval

AC2IM Sacaling

PERFORMANCE MEASURES

== L3P EUHCTION IAZHD MDEF |SASELINE| MIZSION
ANAILABRITY RESPCASE THE RELIABILTY PERF DRUAKCE CAPACITY WORELOAL
Cesign, geveion, ang mantain all types of anolkcation 5
wsing siancans programming languages. Develcp aps
[support wrer raguirements, but ot imhsd b ceaten af
{erprise Technalogy Command (NETCO!
Systems Arcriteciure and Common Cperang Evvimament.
183232 Cesign and develop mainframe appications and bridges o meet
ocal reqursments.
an hesiz, prepare (=5 Gala, Svecoes tesang, WGEniFy, analyze ans
19.323 reosir o ang retest ar appication o moduls orer b
impiemeniaion and placing into oroduction
Fregare. updms anc dlstrinuie eng-wser andior system ooeraors
manuals that comiain the product gn and procedures and other
reevant Imormatcn necessany 1 use and admirlster the system
13.324 Alsc prepare, update and disirioute on-ine heip faciities,
manuals, Ssanding Cosraing Frocedunes (S0PT), Insu
== Army Stanzsrd softwane sote and malrain sucmation
cocumentation and acoilcation sofwars Inventory documeniation
rean:
Aszistuzsers i icentlly Informmation requinements and deveiog
Statemenes of Work {SOW) that sre consistent wihn sserneeds.
Ercvice advice en awomating forcions, Integraing requiremerts
with existing capanilties, COmMUICATCN rEqUIREMERLS, cantio 2nd
[acminisTaticn af systems. types. of Infarmation manager=ent
syzimms, aperating sysia—s, squlpmert, Irasinociue compatiliy)
Alzc provide users Wi rscommended SqupmEnt and Saewars
Ists
18.33 [(Fass word Conirod iManagenmsend
S50E, MARIAIN, 2N0 DEte ENS-USET CEviCE SCCoCnts and [700-1703 cally on ror] Bssed whnin 1
paszwones. hotday workdays
acw X
acooents on 3
A
- [Compuiers and Ferpheral Devices
1334
Acqoizion and IPa-cycie repiacemeni of Bnd Uzer Jevices o
13.34.1 d CMZsers, RMETs. |80 10RS, SCAnNers, and oher haroware
e TSLNIATON Of 2rd USaT G=VIES &0 IMCIUCE COMEULETs, Drreers, 2 07001703 calty on ror] Fer estaniished
e tops, scanners, and cther harswars e = hatday wordays scheculs
18.35 (T Training
Frovice nan-Smart Farce end usar sining for standsrd oftce
atomation, MACCM-unloue appilcations, and cher
ity My configursion Fepleentalion prolscts
1335 Service Suppon
Receive, document, assign, and manitar trouble 07031700 dally on ron Cpen Touble ticket
19351 o % holday womdass within 3C mirutes
of rottfcaton
Frocess servks orders | [700-1700 gally on ror| Frocess Sersie
[ exiend service oo customes) hotday workdays Snders n 30
9.382 acm X
ard repalr) for all approved moves, adds, and changes (MACH minu=s ar l=ss
reouraments
Frowice lazal wwuch lapor (Instaling, Toukieshooting, repalnng, =i 0700-1700 cally an rord{ Tauch l2izer
P holday worsdays support witin 2
9.363 acm X warting caysor T
Frouice heip Geok | syrems management gala analysh: Fooges 07001700 calty o rer oot daly
13.354 meip desk manapement D0l and outputs assaciated o trend acm X holday worsdays Ferormance
|zralysis and heip dest perorrance Reperts
“oafications sent
I Frouice imely notifcadons by e heip dest of ganned o o2 Imss s 24
18365 "~ i aom ®
urplanned malrtznance or degradation. nowrs priar o
scheduled cutape
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Ligt of Dirsctorate of Informatlon Management [DOIM) Service Level Agreemant (LA} (Oparational Lavel
agraemant (OLA) C4IM sarvicas.

ACIM Eacaline

PERFORMANCE MEASURES

m_d ZEFICE NAME EUNCTIH Zages WMDEF |SAELINE| MIZSION
AV AILABLITY MESPOANSE TIME RELIABILTY FERY ORUAKCE CARACITY ]
[Send ou: customer salisfaciicn sorveys afler compladon of work. 07001700 cally on rond Surveys sent wisin
1a3sc - . hosday worsd 3 working cays of
work compietion
Review and anayze cusiomer satisfacion surveys and intlate 0700-1700 cally on mon] Falow-up wi
. tclicw-up and corrective acion.. holday wordays comective acton
18.357 aoM X within 2 workieg
days
e Frowide bllsimokes o cuslomers for sendces received cna o « 07001700 cally on ron
menthly basls. holday workdays
- Recetse {monily] payment fom customers for relmbursabie 0700-1700 cially on mor
33835 services. e Gom * hoiday u.:r::a:,
Services ® v
Vb Hosilng
2457 (ess schedued Aszet 08% relakblky Pert:
13441 Qo X domn Tme) 1as gefined In T baick:
Hioest and administar wek SErVErT. Aeirics lszrer
F TR N T WA N TN ST T T T T T
N (Geplay and mainiain web shes, porials, web pages, and cusiomized| goms x hotday worsdays
appications ) i
Mlionfior wel pages and appilcations for securdiy and standards 07001700 cally on ron [Perk:
(compilance and vertly that user developed welr pages folow fris ) x holday werkdays scan
reguiations {505 and Cepartmen: of Defense Dol web poloyl. oy
07031700 cally on Ror: Fres clsk space Part
e o . holday wersdays PR —— -
*toniior systems for olsk uzage, disk performance, and system than 20% o clzk
[Periormance. capacty.
~ aom € [0700-1700 cally on nor
[Cordgune operaring system and web applcation services. holday workdays
O700-1700 cally an nom Mew acoouns
13418 aom X halday werkd within 2 woming
hianage user access contnois days of request
[ApDly Correm cperanng sysiem paches, as well 23, secarsy J— . [E700-1700 cally on Rord Winn 2 noers of
holday workdays recelot
FCTalion AGSUrenCE MO BrE FERones, £ regmny | o . 247 o5z schesued | Whnin 2 nours of
domn tme; recEint
s Wab Siie and Web Page
S42 |Devciopment and Maindonanca
Cesigr, develop, and manialn siaic and dynamic web sies or ¥
[poriais Lsing ssardar programming languages.
154232 Design, deveion, and mariain web pages usng sandard %
[Erogramming anguspes.
Frovice web master senioes, F
(— Web & pplication Development
Ceveicp, depioy, and mantain wes based appicadons. %
1544
15441 Malntain, update and aperate web steipags monkoeng and fherrg | oo X 2247 (ess schedued
systems AW appicabis ias ard regulatens domn tme;
(Cpermte anc mainsain web oy sEnvs tazet 58% relabiby
15442 Gom X [down fime) {as defined In IT
Meirics)
Mcnbior weD prowy cache hE rs | clsk wsage dally perfarmance. - « 67001700 dally on ror Ptz
hoidas workdyes
Servioe Suppart
Recewve, documens, assign. and moriar troubls Soxets (TT) C700-1700 cally on ror Open Toutie ticket
aom « holday workdays within 20 minutes
o rotificason
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|REEVICE 8| SEEMICS HAME &IF ELHCTION prtLES WMDEP |SAZELINE| MIZHION
A AILABLITY MELLABILTY CAPAEITY
Frocess ervice ordens (pFOgrRm I, updae astignments, O7D0-1700 cally on nor Frocess Servloe
=ei=nd senvice o customer) and Trockie Tickets (i=st, roubieshont | oo, X holday womdays Orzers i 30
arat repalr for &l approvss moves, sdds, and changes (MAC minutes ar l=ss
requirements
Prowide kozal iouch labor (ircetizshaming, reparing, sic) O700-1700 cally an nory Tauch laker
holday wormdays support whein 2
i) X ; y
warking days of TT
Prowlde help desk / sysms management data anaiysis: icides OT03-1700 cally on nor lssoe daly
Reip a3k management 0ol and ouipats associssd 0 tend acm X holday worsdays Periormance
zralyss an: heip cest perforsance aor
Moffications sent
Frovice tmety rotitcatans by te hei dest of manned o e . no less et 24
erplanned sysiem mahlenance or degradation. mioaers: prior 1o
ErmylE cytags
[Send ouw customer satstaction sorveys afler completan of wom. 0700-1700 cally on nor{ Sureeys sent wirin
— . holday workdays 3 working cays of
wark comgieren
Fevlew and analyze cusiomer satistacion suns O0700-1700 cally on non{ Faloa-up wih
fcilicw-us and correctve acsen.. - . erdays comective actian
[within Z worsing
=
Toride bilsnvoices to cusiomers for senices received on a acw x P 0700-1700 cally on ror:
menthly basls. womds
RECENE | MONEly] BEyMERT o CUSTMETS 1o FErmours ane — . * 20 cally on ror
[sEnvices. holday womdays
Fllg. Print & MIZBION Server
13.5 P ] ]
Support Sarvicas
1551 Sorver A deminsiration
Eroulce sysier a@mrlsiaaon & cperaling Sysiem sunmor tor T700-1700 Gally on nor
13.5.11 bz, AL, &md COmIMON User SpRllCAtion SErVers, sErier fris) X holday womdays
tarm banits
Toelce and st Fardwars, cperaing SysiEm, and soTwars or T700-1700 cally on ron] Fer esianished
15.51.2 e paint, amd comimon-ieser appications sarvers, and server ria] X holday womdays scheslle
tarms banks.
Support Instailation leved, OA and Do siancard sysi=ms O703-1700 cally on no: [Perform wt
s=zignated for ceniralzed Inssalaton suDport AW Commsater aom X halday womdays backup:
| System Contguration Baselne (CSCE]
nsial secursy information Assurance Wulnerabilty Alert (LAY 24xT (Jess schedued  [Whhin 2 hours of
19.5.1.4 [Fatcnes on ail servers and 1252 and verify sysiem IS rot agversely a0 X LEES L recelniof
[aieciac by paich. nodfication
hared faiders on @ cammen server diive I Enabe a group | oo « 0700-1700 cally on nor
== 0 share and work on same fes hoidae womdes
ias1e Ferior securiy chacklsts on cpemting sysiems and system — « 0700-1700 cally on o Fartorm we
- ackups for mach server. holday worsdays backus
Mcnbor system iegs, s2Curty ogs. and asnilzaticn g3 20 cally on ror Az lmmst on
48517 & = Ty log = oM X R
. Frovice Microsot: Actve Direciory organtzational unit (OU) 00 alty on nor
19.5.1.8 [acminsraicn a0 X holday wormdays
Malmian Siorage Area NElmOTE, Natwors Anached Slorage (24, 0700-1700 cally on roe \s=et 38% relabity Fres clzx space [Partorm wt
. rome drecioriss, werkgrup shares) holday wermdays {as gefinee In 1T snculd be greater |backun an
18515 B = Metrics) nan 20% of glsk [scan
capacty.
Frovice domain admnisiration ard serslce suppon for prmary anc 0700-1700 cally on nor
19.5.1.10 actup domain controdiers (FOC & Login 10 mztwors and Qo X holday workdays
coerasing system)
iss11 Mznage dynamic allacation of Inemet prooel (IF) address spacs. | ool « 0700-1700 cally on nor
holday wermdays
ss112 [A=zign and maniar I 33vms daabase cng DRCE o BRac = | oo " O700-1700 Gally on nor
Adnessing holday wormdays
Malmisin DNS sabies and upcate tapies, Meimain records of 0700-1700 calty on ror
19.5.1.42 regisier=d DME reglsTauons and set sindand naming convenions | G0 X holday womdass
for DMS regiztramens.
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[P ——— e ELNCTION Zagg MDEP [SASELINE| MIZ8ION
ANAILBELITY IS PONEE THE RELLABILTY PERFORMAKCE
18.51.14 Cevelop and modHy IP Assignment Schema. aom ® :;J:;:-:élr:f!,::m [
Frovide Domain Name Server (DMNE] serdces that include the 0703-1700 dally on rom Meet 38% relablitty
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